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2. BBegeHue

Monntnka WHPopMaunoHHON 6besonacHocTM (manee — Monutmka) OO0 «BEM3» (pganee —
YupexaeHue) onpeaenser cMcTemy B3rnaA40B8 Ha npobnaemy obecneveHna MHopmaLMOHHONM (aanee —
MB). NpeacTaBnseT coboi cMCTEMaTU3MPOBAHHOE M3/103KEHME BbICOKOYPOBHEBbBIX Lie/1el U 3aa4 3aLuThl,
KOTOPbIMM HEOBXOAMMO PYKOBOACTBOBATbCA B CBOEM AEATENbHOCTM, @ TaKMe OCHOBHbIX MPUHUMMNOB
NMOCTPOEHMUS CUCTEMbI YNpaBaeHUs MHpopmaLumoHHoN BesonacHocTbio (ganee — CYUB) YuperkaeHus.

ObecneyeHne MHPOPMaLMOHHOM Be3onacHoCTU — HeobxoauMoe yCioBMe ANS YCNEewWwHoro
OCYLLECTB/IEHUSA YCTAaBHOMN AeATeNIbHOCTM YUpeKaeHus.

ObecneyeHne WHPOPMaALMOHHON 6e30MacHOCTU BKAOYAeT B cebs nobyio AeATenbHOCTb,
HaMNpPaBAEHHYIO HA 3aWUTY MHOOPMALMOHHBIX PECYpCcoB W/MAM NoadepsKuBatowWwein MHPPACTPYKTYpPbI.
MoNUTMKa OXBaTblBAaET BCe aBTOMATU3MPOBAHHbIE U TEJIEKOMMYHUKALMOHHbIE CUCTEMbI, BAAAENbLEM U
No/1b30BaTe/IEM KOTOPbIX ABAAETCA YupeKaeHue.

Peanusauma TOAUTMKM OONKHA MCXOAUTb M3 MPEANOCbIIKM, YTO HEBO3MOXKHO obecneunTb
Tpebyemblli YpOBEHb 3aMLLEHHOCTU MHPOPMALLMOHHbBIX PECYPCOB HE TOIbKO C MOMOLLbI0 OTAENbHOMO
CPeAacTBa, HO U C MOMOLLbIO MX MPOCTO COBOKYMHOCTU. Heo6xoaMMo MX CUCTEMHOE, COracoBaHHoOe
mexkay coboli npumeHeHuWe, a oTAe/bHble paspabaTtbiBaemble 3/1eMeHTbl MHGOPMALLMOHHON CUCTEMDI
OONIXKHbI PACCMaTPMBATBLCA KaK YacTb eANHON MHPOPMALMOHHOM CUCTEMBI B 3aLLMWEHHOM MUCMONHEHUM
NPV ONTUMaNbHOM COOTHOLLEHMM TEXHUYECKMX U OPraHM3aLMOHHbIX MEPOMPUATUN.

MNonuntnka nHdopmauymoHHon 6esonacHocTH 000 «bM3»
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3. 0603HaYeHM U COKpaLIeHUA

APM ABTOMaTU3MpPOBaAHHOE paboyee mecTo

AC ABTOMATU3MPOBAHHAA CUCTEMA

ey locyaapcTBEHHOE BHOAMKETHOE yUpeKAeHNE

nb NHbopmaumoHHas 6e30nacHOCTb

np NHdopmaLumMoHHBIN pecypc

nc NHbopmaymoHHas cuctema

NC CMT NHbopmaTM3aumMmM 1 CBA3M CNYTHUKOBOTO MOHUTOPUHTIA TpaHcNopTa
Ut NHPOpPMALMOHHbIE TEXHONOTMN

HCA HecaHKUMOHMpPOBaHHbIM A0CTyn

OK3 OpraH Kpuntorpaduyeckom 3aLmTbl

no MporpammHoe obecreyeHne

CK3u CpeactBo Kpuntorpaduyeckon 3awmTtbl MHGOPMaLUK
CYWb Cuctema ynpasneHua MHPOPMaLMOHHOM 6e30MacHOCTbIo
HO HoBropopackas obnactb
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4. TepMHUHBI U onIpeae/1IeHuA

ABTOMAaTU3MPOBAHHAA CUCTEMA — CUCTEMA, COCTOALLAS M3 NEepcoHana U Kommnaekca cpeacrs
aBTOMaTM3aUMM €ero AeATeNbHOCTH, peanusyowas MHOOPMALMOHHYIO TEXHOIOTUIO BbINOHEHUA
YCTaHOB/IEHHbIX QYHKLUMNA.

ABTOpM3aumMA — NpeaocTaBaeHe CyGbeKTy Npas Ha AOCTYN, a TaKXKe npeaocTasneHme 4ocTyna B
COOTBETCTBUM C YCTAHOBNEHHbIMW NPaBamm Ha LOCTy.

AyTeHTUdMKaUUNA — NpoBepKa NPUHAANEIKHOCTM CYBbEKTY A0CTYMNa NPeabABIEHHOro UM
naeHTMdMKaTopa; NoATBEPKAEHNE NOANNHHOCTHU.

besonacHOCTb MHPOpPMALUUM — 3AWMWEHHOCTL MHPOPMALMM OT €€ HerKenateNbHoro
pasrnawenHna (HapyweHna KoHOUAEHUMANbHOCTA), UCKaXKeHUA (HapyLleHUa LenoCTHOCTH), yTpaTbl Mau
CHUMKEHUA CTEMNEHN AOCTYMHOCTU, a TaK}Ke HE3aKOHHOTO e€ TUParKMpPOBaHUA.

BusHec-npouecc — NOC/AeAOBaTENbHOCTb TEXHOJIOTMYECKM  CBA3AHHbIX oOnepauuid  no
NpegoCTaBAEHMIO MPOAYKTOB, YCAYr W/WAM  OCYLWLECTBNIEHUIO KOHKPETHOro BuAa [AEATeNbHOCTM
YupexaeHus.

Bnageney aKktMBa — ¢u3MYECKOe WM lOpUOMYECKOE  /INLO, KOTOpoe HageneHo

aAMMHMCTpaTMBHOﬁ OTBETCTBEHHOCTbIO 3@ PYKOBOACTBO WU3IrOTOB/NIEHUNEM, pa3pa60TKoV1, XpPaHEeHNeEM,
ncnosib3oBaHMem U 6e30nNacHOCTblO aKTUBa. TepmnH «Bnageneu» He O3HayaeT, YTO ITOT 4esiOBEK
(I)aKTM‘-IECKM MMEET NpaBo COBCTBEHHOCTM Ha 3TOT aKTUB.

Bnaaeneu MHPOPMaLMOHHDBIX pecypcoB, MHGOPMALMOHHBIX CUCTEM, TEXHONOIUNI U CPeACTB UX
obecneueHna — cybbeEKT, OCyLECTBAAOWMA BAageHMe W MOJb30BaHWE YKasaHHbIMM O6bEeKTamu U
peanusylowmii NOHOMOYMA PACNOPANKEHUA B NPeAenax, yCTaHOBAEHHbIX 3aKOHOM.

D OKyMeHT — 3adpMKCcMpOBaHHasA Ha MaTepuanbHOM HocuTene MHGOPMaLUA C PEKBU3UTAMMU,
NoO3BO/IAIOWMMN €€ NAeHTUOULNPOBATL.

DoctynHocTb MHGOPMaLMM — cocTosAHME, XapaKTepmnsyemoe cnocobHoctbio MC obecneumnsatb
6ecnpenATCTBEHHbIN AOCTYN K MHOPMaLMKN CYBBHEKTOB, MMEIOLUX Ha 3TO NOIHOMOYMA.

3awmta uHPoOpMaLMM — [EeATeNbHOCTb, HaAMpaB/ieHHas Ha NpPefoTBPALLEHUE  YTEYKM
3alWmWLaemMon  MHPOPMaLMK, HECAHKUMOHUPOBAHHLIX W  HenpeaHAaMepPeHHbIX BO3AEUCTBUMIA Ha
3almwaemyo MHGopmaLmIo U CPeacTBa A0CTyNa K Hell.

NpaeHTudMKauma — npucsoeHve cybbekTam [0cCTyna, Oob6beKTam AocTyna UAEHTUOUKATOPOB
(YHMKaANbHbIX UMEH) U (MAKN) cpaBHEHWE NPeabABNEHHOTO MAEHTUPUKATOPA C NepeyHemM MPUCBOEHHbIX
naeHTMGUKaTopos.

MH¢opmau,m1 — cBeAeHnA O nmuax, npegmertax, d)aKTaX, C06bITVIF|X, ABNIEHUNAX U Npoueccax
HEe3aBUCUMO OT d)Oprl nx npeacraBseHuA.

MHdopmaumnoHHana 6e3onacHocTb (UB) — cocToAHMEe 3aWMLLEHHOCTU MHTEPECOB YUperKaeHus.

MHdopmaLMOHHAA cucTema — COBOKYMHOCTb coaeprKalleica B 6a3ax faHHbIX MHGOpMaLLmMm 1
obecneunBatoLmnx ee 06paboTKy MHGOPMALMOHHBIX TEXHONOINIA U TEXHUYECKUX CPeacTB.

Monutruka MHPopmaumMoHHoM Be3onacHOCTH 000 «BM3»
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MHdopmauMOHHDIN npouecc — npouecchl cbopa, 06paboTKM, HaKONAEHWA, XPaHEHWNA, NOUCKA U
pacnpocTpaHeHusa nHpopmaunm.

MHdopMaumMOoHHbINA pecypc (aKTUB) — BCE, UTO MMEET LLEeHHOCTb M HAaXOAUTCA B PACMOPSKEHUN
YupexaeHua.

MHuMaeHT — HenpeaBUAEHHOE AN HexenaTenbHoe cobbiTwe (rpynna cobbiTmit) 6esonacHocTy,
KOTOpOoe Npueeno (MoryT NpuBecTH) K HapylweHuo GYHKUMOHUPOBaHUA MHGOPMALLMOHHON CUCTEMBI UK

BO3HWKHOBEHWIO  yrpo3 6e3onacHocT WHOOPMaUMM (HapyweHUIo KOHOUAEHLMANbHOCTH,
LLeNOCTHOCTH, LLOCTYNHOCTH).

MHumaeHT uHPOpPMaLMOHHOK 6e30MacHOCTM — OAHO WAM Cepua HeKenaTeNbHbIX Wau
HEOXMAAaHHbIX cObbITUIA UB, MEeIoLMX 3HAUNTENbHYI0 BEPOATHOCTb HapyLleHMsA BM3HeC-NpPoLLeccos Uau
npeacTaBAsAtoWmX yrposy Ub.

Kommepueckan TaliHa — KOHOUAEHUMANbHOCTb MHGOPMaLMK, No3BoAAIOWAA ee 061aaaTento
NP CYLLECTBYIOLLMX UM BO3MOMKHbIX 06CTOATEIbCTBAX YBEANUYNTL A0X0AbI, N36eXKaTb HeonpaBAaHHbIX
pacxoA0B, COXPaHWUTb MONOXKEHME Ha PbIHKE TOBApOoB, PaboT, YCAYT MAM NOAYUNTb UHYIO KOMMEPYECKYIO
Bbiroay.

KoHTponupyemas 30Ha — MNPOCTPaHCTBO (TeppuTopusA, 34aHWE, 4YacTb 3[4aHWA), B KOTOPOM
NCKNIOYEHO HEKOHTpo/sMpyemoe npebbiBaHMe nL, a TaKKe TPAHCMNOPTHbIX, TEXHUYECKUX WUAN MHBIX
CpeacTs.

KoHdupeHumnanbHaa nHbopmauma —MHGOpPMaLMA C OrPaHNUYEHHbIM LOCTYNOM, HE COAEpKaLLan
CBEAEHUM, COCTABNAIOLWMX rOCYAaPCTBEHHYIO TalHy, AOCTYN K KOTOPOM OrpaHMYMBaETCA B COOTBETCTBUM C
3aKoHoaaTenbcTBOM Poccuiickoit ®eaepauymu.

KoHdugeHunanbHoCTb  MHPOpMAUUM —  COCTOAHME  3ALUMILEHHOCTM  MHPOpPMALMMK,
XapakTepusyemoe cnocobHocTbio UC obecneunsatb coxpaHeHue B TaitHe MHGOPMaL MK OT cybbeKTOB, He
MMEOLLMX NOIHOMOYMI HA O3HAKOMJIEHWE C HEA.

Mo6unbHbLIN KO[, — HecamocTosTe/NbHOe nporpammHoe obecrnedyeHne WM  KOMMOHEHT
nporpammHoro obecneyeHns (CKPWMNTbl, MaKPOCbl, MHbIE KOMMOHEHTbI) MoAyYyaemble M3  MecT
pacnpocTpaHeHnsa MOBWNBLHOrO Koga, nepefaBaemble MO CETUM U BbIMOJHAEMble Ha KOMMOHEHTax
MHPOPMALMOHHOM cucTeMbl (B MecTax MCMNoAb30BaHWA MobuabHOro Koga) 6e3 npeaBapuTenbHOWM
YCTaHOBKM (MHCTanAuMM) Mo/ab3oBaTeNem A1A PaclMPeHnna BO3MOMKHOCTEW CUCTEMHOro W (Mam)
NPMKNAAHOro NPOrpamMmMHOro obecnevyeHus.

HecaHKUMOHUPOBAHHbLIA A0CTYN — AO0CTYN K MHbOpMaUMM uaum aenctsma ¢ MHbOpmaumen,
Hapywatowme MpaBWaa  pasrpaHUYeHMs  [4OCTyna C  WCNOJIb30BAHMEM  LUTATHbIX  CPEeAcTs,
npegocTaBAAeMbIX CPEeACTBAMM BbIYUCAUTENBHON TEXHUKN UM aBTOMATU3MPOBAHHbIMW CUCTEMaMMU.

O6paboTtka pucKa — npouecc Bbibopa 1 peannsaumm mep no moauduKaunmn (CHUKEHUIO) pUCKa.
Monutuka — obwme Lenm n ykasaHus, $opmasbHO BbipaxkeHHbIe PYKOBOACTBOM.

anIBVIﬂeI'MVI — 3TO NpaBa AOBEPEHHOIoO 0b6beKTa Ha coBepLlieHmne KaKknx-nnbo ,D,EVICTBMI)‘I no
OTHOLLEHUIO K 06beKTam CUCTEMDbI.

PuUCK — coveTaHne BepOATHOCTH cobbiTnA n ero I'IOC}'Ie,EI,CTBVIﬁ.
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Cuctema ynpasneHus uHbopmaumnoHHoU 6esonacHocTbio (CYMB) — uacTb obuien cuctembl
ynpaBneHua, OCHOBaHHasA Ha OUEHKe PUCKOB, npeAHasHadyeHHas AnA co34aHuA, BHeapeHus,
3KcnyaTauMmn, MOHUTOPWUHIa, aHan3a, CONPOBOXAEHMA N coBeplueHcTBoBaHNA UB.

Cob6cTBEHHUK MHPOPMALIMOHHBIX PECypcoB, MHPOPMALMOHHBIX CUCTEM, TEXHOJIOTUI U CpeacTs
ux obecneyeHus — cybbEKT, B NOJIHOM 06bEME peanusyoLmii NOHOMOYMNA BAAAEHUSA, NONIb30BaAHMS,
pacnopaXeHUn yKasaHHbIMU 06 beKTamum.

CobbiTna uMHPopmauMoHHON 6e3onacHOCTM — UAEHTUOMLMPOBAHHOE COCTOAHWE CUCTEMbI,
cepBmca MAU CeTM, CBUAETENbCTBYHOLLIEE O BO3MOMKHOM HapylleHUW NOAUTUKM 6e3onacHoCTU MK
OTCYTCTBMM MEXaHU3MOB 3alluTbl, AMBO nNpe)ae HeusBecTHas CcuUTyauusa, KoTopas MOMeT MMETb
OTHOLIEeHUe K Be3onacHocTu.

¥Yrpo3a — OnacHoCTb, NpeanoaratoLLas BO3MOXHOCTb noTeps (ywepba).

LenocTtHocTb MHPOpMaLUK — YCTONUYMBOCTb MHPOPMALUKN K HECAHKLMOHNPOBAHHOMY AOCTYNY
WAN CNYyYaiHOMY BO3AENCTBUIO Ha HEE B Npouecce 06paboTKU TEXHUYECKMMM CPEACTBAMM, PE3Y/IbTAaTOM
KOTOPOTro MOXKET ObITb YHUUTOXKEHUE N UCKaXKeHUe MHPOopMaLMK.

MNonuntnka nHdopmaymoHHon 6esonacHocTH 000 «bM3»
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5.1llesb

OCHOBHOW Le/Iblo, Ha AOCTUXKEHME KOTOPOM HanpaBaeHbl BCe NOM0XKeHMA HacToALen MoANTUKN,
ABAAeTCA 3almTa MHPOPMALMOHHBIX PECYPCOB OT BO3MOMKHOIMO HaHECEeHWs MM  MaTepuanbHOro,
dusnyeckoro, MopanbHOro WAM WMHOro yuwepba, NOcpPeacTBOM C/Ay4alMHOro MW NpeaHamMepPeHHOro
BO34eiCcTBMA Ha MHPOPMaLUIO, e€é HoCUTEeNN, NpoLLeccbl 06paboTKM 1 Nepeaaym, a TakkKe MUHUMU3ALNA
puckos UB.

[na ocTUKeHMA OCHOBHOM Lenn HeobxoanMmo obecneynBaTb 3pPeKTUBHOE pelleHne
cneayowmx 3aaay:

® CBOEBPEMEHHOE BblAB/NEHUWE, OLLEHKA U MPOrHO3MPOBAHNE UCTOYHMKOB yrpo3 Ub;

®  CO3JaHWe MexaHM3Ma OnepaTUBHOIO pearnpoBaHuA Ha yrpo3bl Ub;

e npegoTepalleHme u/Unmn cHuKeHue yuepba ot peanusaumm yrpos UB;

®  3aliMTa OT BMELLATENbCTBA B Npouecc GyHKUMOHMPoBaHUsA MC NOCTOPOHHUX NNLL;

e cooTBeTctBMe TpeboBaHuMaAmM  deaepanbHOro  3aKOHOAATENbCTBA, HOPMATMBHO-
meToanyeckunx gokymeHtos OCE Poccum, PCTIK Poccum 1 goroBopHbIM 0683aTeNbCTBAM
B 4Yactu UB;

e obecneyeHne HENPEPbLIBHOCTU KPUTUYECKMX BM3HEC-NPOLLECCOB;

®  [OCTUXEHME afeKBATHOCTM Mep no 3awmTe oT yrpo3 Ub;

®  M3yyeHMe NAPTHEPOB, KIMEHTOB, KOHKYPEHTOB W KaHAMAATOB Ha paboTy;

® HegonyweHne NPOHUKHOBEHMA CTPYKTYP OpraHM30BaHHOM NPECTYNHOCTU U OTAENbHbIX
JIML, C NPOTMBONPABHbIMW HAMEPEHUAMMU;

e  BbIIBNEHWNE, NpeaynpeXaeHMe N npeceyeHne BOSMOKHOM NPOTUBONPABHOM U MHOW
HeraTMBHOM AeATeNbHOCTU COTPYAHUKOB;

® MOBbILWEHME 4E/0BOM penyTaLmm U KOPNOPaTUBHOM Ky/IbTypbl.

Monutrka MHPopmaumMoHHoM 6e3onacHOCTH 000 «BM3»
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6. OcHOBaHMA AJid pa3padOTKHU

Hactoawaa nonutMka paspabotaHa Ha ocHoBe TpeboBaHWI 3aKoHoAaTeNbCTBa Poccuitckom
depepaunn, HakomneHHOro B YupexkaeHun onbita B obnactu obecneyeHua UB, nHTepecoB U uenen
YupexaeHua.

Mpyn HanMcaHMM OTAENbHbIX NONOXEHMUIN HACTOALLEN NOJIUTUKM UCMOJIb30BaNMUCh Clieaytolme
HOPMAaTUBHbIE AOKYMEHTbI:

e [OCTP MCO/M3K 27001 «MeToapl 1 cpeactsa obecneyeHuns 6esonacHocTU. CUcTeMb!
MeHeaXKMeHTa MHPOpPMaLMOHHOM 6e30nacHOCTUY;

e PCBP MBBC-2.0-2007 «MeToanyeckme peKoMmeHaaLmm no 4oKymMeHTaumm B obnactum
obecneyeHUs MHPOPMALMOHHOM HE30MNACHOCTU...»;

e PCBP MBBC-2.2-2009 «MeToAMKA OLLEHKMU PUCKOB HapyLleHUa MHPOopPMaLMOHHON
6e3onacHOCTU;

e PCBP MBBC-2.5-2014 «MeHeaKMeHT NHUMAEHTOB MHGOPMALMOHHOM B6e30nacHOCTNY;

e (CTO BP NBBC-1.0-2014 «Ob6ecneyeHne nHpopmauMoHHON 6e3onacHOCTU opraHM3auuii
H6aHKOBCKOM cnctembl PO. O6LmMe NofoKeHUaA».

Monutruka MHPopmaumMoHHoM Be3onacHOCTH 000 «BM3»
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7.06J1acTh el CTBUSA

Hactosuwasa NonntrKa pacnpocTpaHaeTca Ha Bce bM3Hec-npouecchl YupexkaeHus un obasatesibHa
ONA NTPUMEHEHUA BCEMM COTPYAHMKAMM U PYKOBOACTBOM YUpexKaeHUs, a TaKxKe NoJb30BaTeNs MU ero
MHPOPMaLMOHHbBIX PECYPCOB.

HacToAauwaa nonmTmka PacnpPoCTPaHAETCA Ha MHCI)OpMaLI,MOHHbIe CUCTEMDI ydpeXXaeHunA.

Nnua, ocyliecTsasowme pa3paboTky BHYTPEHHMX JOKYMEHTOB YupexkaeHus,
perfnameHTUpyloLWmMX BOMNPOCbl  WMHPOPMALIMOHHOMW 6e3onacHocTH, 0653aHbl PYKOBOACTBOBATHCA
HacToAwwen MNoAUTUKOMN.

MNonuntnka nHdopmaymoHHon 6esonacHocTH 000 «bM3»
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8. CoaeprxaHue NOJIMTUKH

8.1. Cucrema ynpasjieHUsI UHPOPMALLUOHHOM 6€30MaCHOCTBIO
[Nna noCTUKEHUA YKa3aHHbIX Lenen 1 3aa4 B YupexaeHUM BHEAPAETCA CUCTEMA YNpaBieHUs
MHbOPMALMOHHOM 6e30NacHOCTbHO.

CYUB poKymeHTMpOBaHa B HacToAWeW MOAUMTUKe, B MpasBuaax, npoueaypax, paboumx
WMHCTPYKLUMAX, KOTOpble ABAAIOTCA 00fA3aTe/ibHbIMM A/1A BCeX PabOTHMKOB YupexaeHus B obaactu
aencrtensa cuctembl. JoKymeHTMpoBaHHble Tpebosanna CYWB posopgAtca A0 cBefeHMA paboTHUKOB
YupexaeHus.

CpeacTBa ynpaBneHusa MHOpPMaLMOHHOM 6e30MacHOCTbIO BHEAPAIOTCA MO pesy/ibTaTam
NpoBeAeHUA OLEHKM PUCKOB MHPOPMaLMOHHOM 6e3onacHoOCTy.

CTOMMOCTb BHEAPAEMbIX CPEeACTB ynpaB/ieHnsa MHPOPMaLMOHHOM 6e30MacHOCTbIO HE A0/IKHA
NpeBbIWaTb BO3MOXHbINM yLepb, BO3SHUKAIOLWNM NpU peannsaumum yrpos.

8.1.1. CTpyKTypa JOKYMEHTOB

B uenax cospaHWA B3aMMOCBA3AHHOM CTPYKTYPbl HOPMATUBHbIX JOKYMEHTOB YupexaeHuA B
obnactn obecneveHna UHPopMauUMOHHON 6HesonacHocTH, paspabaTbiBaemble U obHoBAAEMble
HOPMaTMBHbIE JOKYMEHTbI 40/IHbI COOTBETCTBOBATb C/eAYIOLWEN nepapxXuu:

r ™

MoAnTUKa MHGOPMaLMOHHOM
besonacHocTn

(
.

AV
r ™\
WHCTPYKLUMKU, pernameHTsl,
nopsaaku
L J

AV
r ™

[ OKyMeHTbI, NoATBEPKAAOLWME
MCMNOJIHEHNE HOPMATUBHbIX AaKTOB
BEPXHMX YPOBHEW

\\ J/

\

1) Hactonwas NonnTuka ABnseTca BHYTPEHHUM HOPMAaTMBHbIMAOKYMeHTOM no B nepeoro
YPOBHA.

2) JOKYMEHTbI BTOPOrO YPOBHSA — MHCTPYKLMMU, NOPALKM, PEFNAMEHTbI M NPoYMe AOKYMEHTbI,
ONUCbIBalOLLME AENCTBUA COTPYAHWMKOB YuperKAeHMA MO peanu3aumm AOKYMEHTOB
nepBoro n BTOPOro ypoBHA.

3) JoKyMeHTbl TPETbero YpoBHA — OTYETHbIE AOKYMEHTbI O BbINOJIHEHUWN TPeboBaHW
OOKYMEHTOB BEPXHUX YPOBHEN.

MNonuntnka nHdopmaymoHHon 6esonacHocTH 000 «bM3»
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8.1.2. OTBEeTCTBEHHOCTh 3a 06ecneyeHue Ub

Ona  HenocpeaCTBEHHOM opraHusaumm u  3bdeKTUBHOro (GYHKLMOHUMPOBAHMA CUCTEMDI
obecneyeHunsa nHopmaLMoOHHON Be3onacHocTM B YupexaeHun GyHKumm obecrnedeHna Vb BO310XKeHbI
Ha oTaen nHbopmaLmMoHHoM besonacHocTh (ganee OUMB). Ha aTo noapasaeneHve Bo3naraeTcs peleHme
cneaytouwmx OCHOBHbIX 3a4ay:

e npoBegeHue B Xun3Hb Monntnkm UB;

e onpegeneHue TpeboBaHWM K 3awmTe MHGOPMaLUK;

e  OpraHuMsauma MeponpuATUIA U KooOpAMHaUMs paboT Bcex noapasaeneHunin o Bonpocam
KOMMNEKCHOM 3aLUnTbl MHDOPMaLLUWK;

®  KOHTPO/b N OoueHKa 3GDEKTUBHOCTU NPUHATLIX MEP U NPUMEHSIEMbIX CPEACTB 3aLUThl;

® OKasaHMe MeToAMYECKOW MOMOLWM COTPyAHWMKaM B  BOMpocax obecneyeHus
MHPOpPMaLMOHHOM be3onacHOCTH;

e peryaspHasa OueHKa 1 ynpassieHne puckamm nHbopmaLMoHHON 6e30nacHOCTU B
COOTBETCTBMM C YCTAHOBNEHHbIMM NpoLeaypammn B 061aCT yNpaBieHMA pUCKamu;

e BblGOpP WM BHeApeHMe CpeacTB 3awWwMTbl MHPOPMALMKM, BKAKOYAA OPraHU3aLMOHHbIE,
duM3nYeckme, TeXHUYECcKMe, MPOrpaMmHble W MPOrpamMMHO-anmnapaTtHbie CcpeacTBa
obecneyeHusa CYUB;

e obecneyeHne MUHUMAIbHO-HEOBXOAMMOrO AOCTYNa K MHPOPMALMOHHbIM pecypcam,
OCHOBbIBaACb Ha TpeboBaHUAX BU3HEC-NPOLLECCOB;

e uHbOpMMpPOBaAHME, 0BYYEHME U NOBbLILEHUE KBaNPUKaLMM pabOTHMKOB YupexKaeHua B
chepe nHpopmaLmMoHHON BesonacHocTy;

e paccnenoBaHMA MHUMAEHTOB MHPOPMaLMOHHON B6e3onacHoCTy;

e cbop, HaKoneHMe, cucTemaTmsauusa 1 06paboTka MHPOpPMaLMK NO BONpPOCcam
nHdopmaumoHHon 6esonacHocTy;

e obecneyeHne HEOOXOAMMOrO YPOBHS OTKa3oycTonumBoctT UT-cepBMCOB M AOCTYNHOCTU
AaHHbIX AN noApasaeneHni.

[ns peweHna 3agay, BO3NOKEHHbIX HA oTaen OUB, ero coTpyaHUKM UMEIOT Caeaytolwme npasa:

e onpeaensaTb HEOHXOAMMOCTb U pa3pabaTbiBaTb HOPMATUBHbIE AOKYMEHTbI, KacatoLmecs
BonpocoB obecneyeHna 6e3onacHOCTM  MHPOPMaLMK, BKAOYAS  OOKYMEHTHI,
pernameHTUpylolmMe L[eATeNbHOCTb Moab3oBaTesnet WMHPOPMALMOHHOW CUCTEMbI B
yKasaHHol obnacTy;

® nosyyatb MHGOPMALMIO OT NO/b30BaTENEN MHPOPMALMOHHBIX CUCTEM YUpPEKAEHUA Mo
No6bIM acnekTam NpMMeHeHMUA MHPOPMALMOHHBIX TEXHONOMMI B YUperKaeHnu;

e yyacTBoBaTb B nNpopaboTKe TeXHWYECKUX pelleHnit no Bonpocam obecneyeHus
6esonacHoCcTM  MHPOpMauMM  NpU  NPOEKTUPOBAHMM U pa3paboTke  HOBbLIX
MHOOPMALMOHHBIX TEXHOIOTUIA;

®  YYacTBOBATb B UCMbITAHMAX Pa3pPaboTaHHbIX MHPOPMALMOHHBIX TEXHO/IOTMI MO BONPOCam
OLEHKM KayecTBa peanusaumm TpeboBaHMI no obecneyeHuo 6HesonacHOCTU
nHbopmauum;

®  KOHTPO/IMPOBATH AEATE/IbHOCTb NOJb30BaTes1el No Bonpocam obecneyeHus UB;

®  rOTOBMUTb NPeA/oKeHUA PyKoBoACTBY No obecneyeHuto TpebosaHuit UB.
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8.2. 06'beKT 3alUThI

8.2.1. OTBEeTCTBEHHOCTb 3a peCypcChl

B yuperKaeHWn J0MKHbI 6bITb BbIABAEHbI U OLEHEHbI C TOYKM 3pEHMA UX BaXKHOCTU BCe Pecypchbl.
[nAa Bcex LLeHHbIX pecypcoB A0/mKeH bbiTb cocTaBneH peecTp (NnepeyeHb). brarogapa nHopmauum o
pecypcax YupexaeHua peannsyerca 3awmta nHbopmaumm, cTeneHb KOTOPOK copasmepHa LieHHOCTU U
BAXKHOCTW pPecypcos.

B UC YupexaeHuna NnpucyTCTBYIOT Caeaytolme TUnbl pecypcos:

®  MHPOPMALMOHHbIE PECYPCbl, COoAepMKalme KOHPUAEHLMANbHYIO MHOPMaUMto, u/uam
CBEAEHMA OrpaHWYeHHOro JocTyna, B Tom uucne wHPopmaumio o (UHAHCOBOW
AeATeNbHOCTU YUpeKaeHus;

®  OTKPLITO pacnpocTpaHaemas MHPopmMaumna, Heobxognuman ans paboTbl YuperkaeHus,
He3aBMcMMO OT GOPMbI U BUAA €€ NpeaCcTaBNeHNs;

e MHbOPMALMOHHAA WHOPACTPYKTypa, BKAOYAA CUCTeMbl 0OpaboOTKM M aHanusa
MHPOpPMaLMKN, TEXHUYECKME W MpOrpaMMHble cpeacTBa eé o6paboTku, nepegauv wu
0oTO6paKEHUA, B TOM YNCNE KaHabl MHPOPMALMOHHOTO 0BMEHA U TEIEKOMMYHUKaLMMK,
cMCTeMbl M CpeacTBa 3aWmTbl MHbOPMAaUMKM, OBBEKTbl W MOMELLEHUA, B KOTOPbIX
pa3smeLl,eHbl TaKME CUCTEMBI.

Ona  Kaxgoro pecypca [o/mKeH 6ObiTb Ha3HauyeH Bfajenel, KOTOpbIM OTBeYyaeT 3a
COOTBETCTBYIOLYIO KnaccuduKaumio MHPOPMaLMM U PeCypcoB, CBA3AHHbLIX CO CpeacTBamn 06paboTKu
MHPOPMaLMK, a TaKKe 3a Ha3HayeHWe M MepUoLMYEcKYt0 MPOBEPKY MpaB AOCTyna M KaTeropui,
onpeaenéHHbIX NOAUTUKAMU yNpaBaeHUA 4oCTyna.

8.2.2. Knaccupukanusa uHpopMauuu

Bce MHpopmaLMOHHbIE pecypcbl, noanexalime 3almTe, A0MKHbI 6biTb KnaccuduumMpoBaHbl B
COOTBETCTBMM C BAXKHOCTbIO M CTeneHblo pgoctyna. Knaccudukauma uHGopmaumm [omkHa 6biTb
[OKYMEHTUPOBAHA U yTBEPKAEHA PYKOBOACTBOM YUpeKAeHUA.

Knaccuoukaumsa nHpopmaumm LomKHA NMPOBOAUTLCA BAAAENbLEM PECcypca, XPaHAWEro Wau
obpabatbiBatowero uHboOpmauumio, 4AA  onpegeneHua  Kateropum  pecypca. lMepuogmyecku
KnaccuouKaumsa [o/KHA NepecmaTpuBaTthCa A1A MOAAEPNKAHWA aKTya/lbHOCTU €€ COOTBETCTBMA C
KaTeropuei pecypca.

Pecypcbl, copeprralime KOHOUAEHLMANBHYIO UM KPUTUYHYIO MHOOPMALMIO, LO/KHbI UMETb
COOTBETCTBYHOLLYIO NOMETRY (rpud).
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8.3. OueHKa 1 06paboOTKa PUCKOB
B yupexxaeHum gonxkHbl bbiTb onpeaeneHbl TpeboBaHMA K 6€30MacHOCTM NYTEM METOANYECKOM
OUEHKN PUCKOB. OLI,eHKVI PUCKOB A0J/1XKHbl BblIABUTb, OMNPEeAE/INTb KONNYECTBO UM PaCNONOKUTb NO
npuopuTeTam pUCKMU B COOTBETCTBUU C KPUTEPUAMU NMPUHATUA PUCKOB U 6M3Hec—u,enmv\m ydypexaeHuAa.
Pe3yanaTb| OUEHKN AO0J/IKHblI onpeaenATb COOTBETCTBYHOUWLYHO pPeaKUMIO PYyKOBOACTBA, MPUOPUTETDI
ynpasaeHua puckamm Ub 1 Habop mexaHM3MOB KOHTPOAA ANA 3aLMTbl OT STUX PUCKOB.

OueHKa PUCKOB npegnosiaraet CUCTeMHoe coyeTaHne aHann3a puckos U oueHnBaHUA PUCKOB.

Kpome TOro, oLeHKa pPUCKOB U BbIOOP MEXaHM3MOB KOHTPO/IA A0MKHbI NPOM3BOANTLCA
nepuoamnyeckm, 4tobbi:

®  yyecTb U3MeHeHUs BUusHec-TpeboBaHUI N NPUOPUTETOB;
®  [PUHATb BO BHUMaHME HOBblE Yrpo3bl U YA3BUMOCTY;
e ybeauTbca B TOM, YTO peaiN30BaHHbIE CPeaCcTBa COXPAaHUAM CBOHO 3GPEKTUBHOCTD.

Mepen 06paboTKOM KaxKaoro pucka YupeskaeHue A0/KHO BbibpaTb KpUTEPUM A5 onpeaeneHns
BO3MOXHOCTM NPUHATUA 3TOrO PUCKA. PUCK MOKET BbITb MPUHAT, €CN ero BeanymMHa A0CTaTOYHO Mana U
CTOMMOCTb 06paboTKM HepeHTabenbHa An1A YupexaeHua. Takue peleHns 40JIKHbl PerMcTpMpoBaThbCs.

[NA KaXkaoro U3 oueHeHHbIX PUCKOB A0/IKHO NMPUHUMATLCA OA4HO M3 PeLeHnii No ero
obpaboTke:

® NpPUMEHEHNE COOTBETCTBYIOLLMX MEXAHU3MOB KOHTPOIA ANA YMEHbLUEHNA BENYNHDI
pVCKa 10 MPUEM/IEMOTO YPOBHS;

® CO3HaTeNbHOE N 06bEKTMBHOE NPUHATUE PUCKA, ECIM OH TOYHO YA0BAETBOPAET
MonuTtuKke YupexaeHna u Kputepmam npuUHATUA PUCKOB;

®  YKNOHEHWE OT PUCKa NYTEM HeAONyLEHNA AeNCTBUIM, MOTYLLMX BbITb €ro NPUYNHON;

® [epenaya PUCKOB APYroi CTopoHe (ayTCOPCUHT, CTpaxoBaHMe U T.1.).
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8.4. be3onacHOCTb nepcoHa’jia
Ponu u 06a3aHHOCTM No obecneyeHunto 6e3onacHoOCTU MH(bOpMaLI,MOHHbIX pecypcos, ONNCaHHble
B COOTBETCTBUU C MMonnTuKon UB YuperkaeHus, AoMKHbl 6bITb AOBeAEHbl A0 COTPYAHMKA NPU
prAOVCTpOVICTBe M BHECeHbl B ero A0/1*KHOCTHble obs3aHHOCTM. Cro,u,a AOTKHbI BXOAUTb KaK 06|J.I,Vle
06a3aHHOCTM NO peannsaunm n nogaepKe noaNTUKN 6e30ﬂaCHOCTVI, TaK U KOHKPETHbIE 06s3aHHOCTH
Mo 3aLLMTe PECYpPCOB M MO BbIMNOJHEHMIO KOHKPETHbIX ONepauyMii, CBA3aHHbIX C 6e30MacHOCTbIO.

8.4.1. YcioBusi HauMa

Bce npuvHMMaemble Ha paboTy COTPYAHWKM O0/MKHbI 0406pUTE M NOAMMCATb CBOM TPyLOBble
[0roBOpbI, B KOTOPbIX YCTAaHAB/AMBAETCA UX OTBETCTBEHHOCTb 33 MB. B f0roBop A0KHO 6bITb BKIOYEHO
cornacve COTpyAHMKA HA NpoBefeHWEe KOHTPOJIbHbIX MEPOMNPUATUIA CO CTOPOHbI YupexaeHua no
npoBepKe BbliMNO/AHEHMA TpebosaHMhn Wb, a Takke ob6A3aTenbcTBa MO  HepasrnaleHUto
KOHOUAEeHUMaNbHOM MHbopMaummn. B gorosope A0nKHbI 6bITb ONMCaHbI Mepbl, KOTOpble ByAYyT NPUHATLI
B C/ly4ae HecobntoAeHUs COTPYAHMKOM TpeboBaHuit UB.

0O6s3aHHOCTM No obecneveHunto UB AoMKHbI BbITb BKAOYEHbI B AOMKHOCTHbIE MHCTPYKLUN
KaXKOoro coTpyaHuKa YupexxaeHus.

Bce npuHMMaemble COTPYAHWUKM [A0MXHbl 6biTb O3HAaKOM/EHbl MOA POCAUCb C MepedyHem
MHbOPMaLUK, OrPAaHUYEHHOro A0CTYNa, C YCTAHOBNIEHHbIM PEXKMMOM C HE U C MepammM OTBETCTBEHHOCTH
3a HapyLUeHMe 3TOro pexmnma.

Mpu NnpepocTaBneHNN COTPYAHUKY AocTyna K MC YupexxgeHnA OH J0/IKEH O3HAKOMUTBLCA NOL,
pOCMnKCb C MHCTPYKLMeN nonb3osatensa UC.

8.4.2. OTBEeTCTBEHHOCTb PYKOBO/ACTBa

PykoBoactBo YupexkgeHua [OMKHO TpeboBaTb OT BCEX COTPYAHMKOB, MNOAPAAYMKOB W
nonb3oBaTesiell CTOPOHHMX OpPraHU3auuii NpUHATMA Mep 6e30MacHOCTM B COOTBETCTBUM  C
YCTaHOB/IEHHbIMU B YUpeAeHUN NOIMTUKAMU U NpoLLeypPamMu.

YNOAHOMOYEHHbIE PYKOBOACTBOM YUpeXKAeHMA COTPYAHMKM MMEIOT NPaBo B YCTaHOBAEHHOM
nopagke, 6e3 ysegomaeHusa Nonab3oBaTesiei, Npon3BoAUTL MPOBEPKMU:

e  BbINOJHEHUA AENCTBYIOLMX MHCTPYKLMI No Bonpocam UB;

e [laHHbIX, HAXOAALWMXCA Ha HOCUTENAX MHDOPMaLLUK;

e [opagKa UCnosb30BaHWA COTPYAHNKAaMMU MHPOPMALMOHHbBIX PECYPCOB;
o CopeprKaHua cny>KebHo nepenmcku.

8.4.3. O6yuyenue UBb
Bce coTpyaHUKM SOMKHbBI TPOXOAMTH NePUOANYECKYIO MOAFOTOBKY B 06/1aCTU NONTUKN U
npoueayp Ub, npnHATbIX B YupexxaeHunu.

8.4.4. 3aBepiIeHNE WU U3MEHEHUS TPYAOBbIX OTHOIIEHUN

Mpu yBONbHEHWM BCE NPeAOCTaBNEHHble COTPYAHWMKY NpaBa gocTyna K pecypcam UC AomKHbl
6bITb yaaneHbl. Mpn M3meHeHn TPYA0BbIX OTHOLLEHWI YAANATCA TObKO Te NpaBa, HeobXxoANMOCTb B
KOTOPbIX OTCYTCTBYET B HOBbIX OTHOLLEHMAX.
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8.5. dusnuyeckasa 6e30NnacHOCTb

8.5.1. 3amuIéHHbIe 06J1aCTH

Cpeactea 06paboTkM MHPOPMaLUUKN, MNOAAEPIKUBAIOLWME KPUTUYECKU BaKHble M yA3BUMblE
pecypcbl YupexaeHua, O0MXHbl bbiTb pasmelleHbl B 3alUMWEHHbIX obnactax. Takmmu cpeactBamm
ABNAIOTCA: CEepBepbl, MarucTpasabHoe TeJleKOMMYHUKALMOHHOe 060pyaoBaHue, TenedoHHbIe CTaHLMK,
KpoccoBble naHenun, obopyaoBaHue, obecneumnsatollee 06paboTKy U XpaHeHUe KOHPUAEHUMaNbHOM
nHbopmaumu.

3awmuéHHble 061acTi A0MKHbI 06ecrneymBaTbCa COOTBETCTBYIOLLMMM CPeACTBAMUN KOHTPOIA
Joctyna, ob6ecneynBaloMm BO3MOXKHOCTb J0CTYMa TO/1IbKO aBTOPU30BaHHOIO NepcoHana.

3anpewaeTtca NPUEM nocetTuTeNei B NOMELLEHUAX, KOrAa ocyllecTeaneTca obpaboTka
MHPOPMaLMN OrPaHNYEHHOTO 4OCTYyNa.

Onsa xpaHeHUs cnyebHbIX LOKYMEHTOB M MALMHHbIX HOCUTENEN C 3alMLaemolt nHdopmaumei
nomelleHus cHabxkatotca cedamn, meTannnmyeckumu wkadamm mam wkrkadamu, o0b60pyL0BaHHbIMM
33aMKOM.

MomeLeHUn AoNXKHbI BbiTb 06ecneyeHbl cpeacTBaMmM YHUUTOXKEHUA AOKYMEHTOB.

8.5.2. O6s1acTH 061IEero AOCTyna

MecTta gocTyna, 4epe3 KOTOpble HEaBTOPM30BaHHblE /MUA MOMYT MOMacTb B MOMELLEHNUA
YypeskaeHus, A0/KHbl KOHTPOAMPOBATLCA U, €C/IM 3TO BO3MOMKHO, A0/XHbl 6biTb M30/MPOBaHbI OT
cpeacts 06paboTKM MHGOPMaLMK C LLe/Ibio NPeAoTBPaLLEHMA HECAHKLMOHMPOBAHHOIO A0CTyNa.

8.5.3. Bcnomorare/ibHbI€E CIYKObI

Bce BcnomoraTtesnbHble CNyKObl, TaKME KaK 3/71eKTPONuUTaHue, BOLOCHAOKeHWe, KaHaausaums,
OTOMJIEHWNE, BEHTUAALMA U KOHAMLMOHUPOBaAHUE BO3AyXa AO/IKHbI 06ecneynBaTb rapaHTUPOBAHHYIO U
ycToumsyto pabotocnocobHocTb KomnoHeHToB UC YuperkaeHus.

8.5.4. YTuaunsanus 1jid NOBTOPHOE HCN0/Ib30BaHHe 060PYyA0BaHUA

Co Bcex Hocutenen MHGOPMaLUM, KOTOPbIMU YKOMIIEKTOBAHO YTUIM3MPYyEMOe 060opyaoBaHue,
O0/KHbI FAapPaHTUPOBAHHO YA3NATbCA BCe KOHOMAEHUMANbHbIE faHHble U nLeH3MOoHHoe N0, OTcyTcTBME
3aWMLaemoit MHGopMaLMM Ha HoCUTENAX AOJIKHO ObiTb NpoBepeHo oTgenom NC CMT YyperkaeHus, o
YEM A0XKHa BbITb CAeaHa OTMETKA B aKTe CMMCaHus.

8.5.5. [lepemenieHne My ecTBa

O6opypnosaHue, Hpopmauua nam MO [ONKHBI NEPEMELLATLCA 33 NPeAesbl YUPEKAEHUA TONbKO
NpW HaZIMYUM NUCbMEHHOTO PaspeLleHns pykoBoacTea. COTPYAHUKM, MMetoLLMe NPaBo NepemeLlathb
obopyaoBaHWe U HOCUTENU MHPOPMALMK 3a Npeaenbl YUpeKAeHNA JONKHbI ObITb YETKO OnpeseneHbl.
Bpems nepemeteHna obopyfoBaHMA 3a Npeaesibl YUpeRAeHUA U BPEMA ero BO3BPaTa A0/IKHbI
PEernucTpMpoBaThes.
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8.6. KoHTpoJsb gocryna
OCHOBHbIMW MO/Ib30BATENAMM WHPOPMALMU B WHOOPMAUMOHHOMN cucTeMe YupexaeHus
ABNAKOTCA COTPYAHUKU CTPYKTYPHbIX no,qpas,qeneHMﬁ. ypOBEHb NOJTHOMOY MM KaXXgoro nosb3oBartena
onpegenAaeTca nHAnBMAyaabHO. Ka)i(,ﬂ,blﬁ COTPYAHUK NONb3YETCA TO/IbKO NPpeANUCaHHbIMU eMY NMPpaBamu
MO OTHOLWEHUIO K MH(I)OpMaLI,VIVI, C KOTOpOﬁ emy H606XO,£I,MMO paGOTaTb B COOTBETCTBUUN C AONTKHOCTHbIMU
06A3aHHOCTAMM.

Jonyck nonb3oBateneit K pabore ¢ MHGOPMALMOHHLIMM pecypcamu AOJIKeH ObiTb CTPOro
pernameHTupoBaH. Jliobble M3MEHEHUs COCTaBa M MOJIHOMOYMIA MO/Ib30BaTENEN MOACUCTEM AOJIKHbI
npousBoAUTLCA B YCTAHOB/JIEHHOM MOpPsAKe, COrMaCHO perfiaMeHTa npeaocTaBAeHus  [ocTyna
nosb3oBaTesieN.

Kaxgomy nonb3osaTtento, AONYLEHHOMY K paboTe ¢ KOHKPETHbIM MHGOPMALMOHHBIM aKTUBOM
YypeskaeHus, [0/MKHO 6biTb COMOCTaB/AIEHO MepPCoHasbHOE YHUKanbHOe uMA (y4éTHas 3anuch
nonb3oBaTenAa), Nog KOTopbiM OH ByaeT pernuctpmposaTbea M paboTaTtb ¢ UA.

B cnayyae npou3BOACTBEHHOM HEOBXOAMMOCTM  HEKOTOPbIM COTPYAHWMKAM MOryT  6bITb
COMOCTaB/IeHbl HECKO/IbKO YHUKAJIbHbIX UMEH (YY4ETHbIX 3anncei).

BpemeHHas yyeTHasa 3anncb MOXKET ObITb 3aBeAeHa ANA NONb30BaTe A Ha OfPaHMYEHHbI CPOK
ONA BbINOJIHEHMA 33434, TPEOYIOLWMX PACUMPEHHbIX MOJIHOMOYUM, AU AN1A NPOBEAEHMUA HACTPOMKM,
TEeCTMpPOBaHMA MHOOPMALIMOHHOM CUCTEMBI, AN OPraHU3aLMM rOCTEBOrO A0CTyNa (NoceTuTensm,
COTPYAHMKAM CTOPOHHMX OpraHmn3aLmi, CTaxkepam U MHbIM MO/1Ib30BaTENAM C BpeMEHHbIM AOCTYMOM K
MHOOPMALMOHHOM cuCTEME).

B 06wem cnyyae 3anpeLLeHo co34aBaTb U UCMO/1b30BaTb 0OLLYI0 NOJ/Ib30BATE/ILCKYIO YYETHYIO
3anucb gns rpynnbl nonb3oBaTeneit. B cnyyanx, Koraa ato Heob6xo4Mmo, BBUAY 0COBeHHOoCTEM
aBTOMATU3MpPYyEMOro B13Hec-NpoLecca AN opraHusaumMm Tpyaa (Hanpumep, NOCMeHHOe AeXYpPCTBO),
Ncnosib3oBaHue obLLelt y4ETHOM 3aNnCK SONKHO CONPOBOXKAATLCA OTMETKOM B KypHane yyéTa
MaLUMHHOrO BPEMEHMU, KOTOopPas A0/XKHa 0AHO3HAYHO MAEHTUPULMPOBATL TEKYLLLETO BAaAe blLa YYETHOM
3anucK B Kaxkaplii MOMeHT BpemMeHWn. O4HOBpeMeHHOE UCMO0b30BaHNE 0AHOM 0bLuel
No/b30BaTE/IbCKOM YYETHOM 3aMMCU Pa3HbIMK NOJb30BATENAMM 3aMNpPeLLEHO.

Pernctpmpyemsbie y4éTHble 3aNncK NoApasAenatoTca Ha:

e [lonb3oBaTeNnbCKUe — NpeAHa3HayYeHHble AN ayTeHTMdUKaummn nonb3osarteneit UP
YupexxaeHus;

e  CUCTEMHbIe — UCNO/Ib3YEMble ANA HYXKA ONepaLMOHHON CUCTEMDI;

e CnyxebHble — npeaHa3HauYeHHble AN GYHKLUMOHUPOBAHWUA OTAE/bHbIX NPOLECCOB UK
NPUNOXKEHUN.

CucTemMHble  y4éTHble 3anncM  GOPMUPYIOTCA  OMNEPauUMOHHOM  CUCTEMOWM U AOMKHbI
MCMNO/Ib30BaTbCA TO/IbKO B C/1y4asX, NPeAnMCaHHbIX AOKYMEHTaUMeN Ha OnepaLMoHHY0 CUCTEMY.

CnyxebHble y4éTHble 3anmncy UCNob3yoTCA TOIbKO A1 3anycKa U paboTbl cepBMCOB an
NPUIOXKEHWUA.

Mcnonb3oBaHMe CUCTEMHBIX MK Cﬂy)K66HbIX y‘-IéTHbIX 3anucen Ana perncrpaummn nosib3oBaTenemn
B CUCTeMe KaTeropmnyecku 3anpelLleHo.

Monutruka MHPopmaumMoHHoM 6e3onacHOCTH 000 «BM3»



8.6 KoHTpoab goctyna CtpaHuua 19 n3 45

Mpoueaypbl perncTpaumm n 610KMpoBaHMA YYETHbIX 3anNncei Nob3oBaTenei AoMXKHbl
NPUMEHSATLCA € COBNtOAEHNEM CNEAYIOWMX NPABU:

®  LCNONb30BaHME YHUKaNbHbIX naeHTUdUKaTopos (ID) nonb3oBaTenen aas og4HO3HAYHOIO
onpefeneHns n CoOnocTaBaeHNA TMYHOCTU C COBEPLLUEHHBIMU €14 AEeNCTBUAMMU;

® Kcnonb3oBaHuMe rpynnosbix ID paspewaTb TONLKO B Cy4vae, ecam 3To Heobxoaumo ana
BbIMOJIHEHWA 334a4u;

e npepocTaBieHMe W ONOKMpOBaHME nNpaB AO/KHbI  ObiTb  CaHKUMOHMPOBAHbLI MU
OOKYMEHTUPOBaAHbI;

® MpepocTaBneHUe NpaB goctyna K P, TONbKO Noc/ie cornacoBaHmA ¢ BAALENbLEM
AaHHoro UP;

e  perncrpaums n 610KMpoBaHME YYETHbIX 3aMMCel A0NYCKAeTCA C OTAE/IbHOIO
pa3pelleHna pyKoBoACTBA YUpeKaeHus;

®  ypOBeHb NPeAoCTaBAEeHHbIX MONHOMOUYMIA AOMKEH COOTBETCTBOBATb NPOU3BOACTBEHHOM
HEeobXxoAMMOCTU W HacToswen MNoAnTUKe M He CTaBUTb MNoJ Yrposy pasrpaHUyYeHue
pexnmos paboTbl;

® CornacoBaHme nameHeHua npas gocryna c otaenom UC CMT;

®  [OKyMeHTa/ibHaA GMKcaLma HazHAYeHHbIX NONb30BaTE/O NPaB 4OCTYNa;

®  03HAKOMJIEHME Mo/Ib30BaTeNeN NOA NOAMNUCH C MUMCbMEHHbIMU AOKYMEHTaMM, B KOTOPbIX
pernameHTMpYyrOTCA UX Npasa A0CTyna;

® MpeaocCTaB/eHUE JOCTyNa C MOMEHTa 3aBepLUeHNA Npoueaypbl perucTpaymm;

e obecneyeHue co34aHUA M NoaaepKaHUA GOPMaNbHOIO CMMCKa BCeX NO/b30BaTe e,
3aperncTpupoBaHHbIX ans pabotsl ¢ P nan cepsrcom;

e HeMeA/IeHHOE yaaneHue unm 61oKMpoBaHWe Npas AOCTYNa NoJib3oBaTeNe, CMEHUBLLINX
OO/MKHOCTb, GOPMY 3aHATOCTU MUIM YBOAUBLUMXCA U3 YUperKaeHus;

e ayauT ID 1 y4eTHbIX 3anNncei Nonb30BaTeNEN HA HAIMUYME HEUCNOIb3YEMBIX, UX
yaaneHue n 6J10KMPOBKa;

e obecneyeHue TOro, YTobbl AULIHKME ID Nonb3oBaTenen He HbIIM AOCTYNHbI APYTUM
Nno/1b30BaTeNAM;

e 0becneyntb BO3MOXKHOCTb NpeaoCcTaB/ieHMA N0/Ib30BaTeNAM A0CTYMNa B COOTBETCTBUM C
MUX [OJIKHOCTSIMM, OCHOBAHHbIMWM Ha MPOW3BOACTBEHHbLIX TpPeboBaHMAX, MNyTeEM
CYMMMPOBAHWA HEKOTOPOro 4Mc/ia NpaB A[ocTyna B TuMMNoBble nNpodmam [ocTtyna
no/sib3oBaTesnen.

8.6.1. Ynpas/ieHHUe NPpUBUIETUAMU

Joctyn  coTpyAHMKa K WHOOPMALMOHHbIM  pecypcam  YypexgeHua Ao/ikeH  ObiTb
CaHKLMOHMPOBAH pPyKOBOAMTE/NIeM CTPYKTYPHOrO noApasgeneHna, B KOTOPOM YMCAUTCA COF1IacHO
WTAaTHOMY PacnMCaHWIO AAHHbIA COTPYAHMK, W BAAAENbLAMW COOTBETCTBYHOLIMX MHPOPMALIMOHHBIX
pecypcos. Ynpas/ieHue JOCTYNOM OCYLLECTBAAETCA B COOTBETCTBMM C YCTAHOB/IEHHbIMM NpoLesypamm.

HageneHve npuBMAErMsSMM M UX MCNOJNIb3OBaHME LO/IKHO ObiTb CTPOro OrpaHUYeHHbIM WU
ynpasasembim. PacnpegeneHme npuBmUAerMii AONKHO YNPaBAATLCA C MOMOLLBIO NpoLEecca perncTpaumm
3TUX NpuBUAerit. lonxHbl 6bITb PACCMOTPEHbI C/ieaytoLme STanbl:

®  [0/KHbl 6bITb NMAEHTUOULMPOBaHbLI MPUBUAEGTUM AOCTYNa, CBA3aHHbIE C KaXAblM

CUCTEMHbIM NPOAYKTOM, HaMpMmep, C OnepaLUmoHHOM CUCTEMOI, CUCTEMON YrpaBaeHus

6a30/1 AaHHbIX W KaXKAbIM NPUIOMKEHNEM, a TaK}Ke N0Nb30BaTeM, KOTOPbIM OHU A0/XKHbI
6bITb NPeaoCTaBNeHbI;

® npuBuUaernu OOJIKHbI npeaocTaBATbLCA no/ib30BaTeNAM Ha

OCHOBAHWW «NPOU3BOACTBEHHON HEOOXOAMMOCTUY U TONIbKO Ha Nepuos, BpemMeHu,

HeobxoaMMmbIl
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ONA  [OCTUXNEHWA TMOCTaB/IeHHbIX Lenen, Hanpumep, NPUBUAETUU, MUHUMANBHO
HeobxoaMmble ANA BbINONHEHUA UX (PYHKLMOHA/bHbIX 00A3aHHOCTEN, TONbKO TOrAa,
KOraa 3T NpuBUAErnmn Heobxoanmel;

e jfo/KeH O6biTb obecneyeH nNPoOLECC CaHKUMOHMPOBAHMA BCEX NPenoCTaB/EHHbIX
NPUBUAEIMA U CO343HME OTYETOB MO HUM, NPUBWUAETMU HeNb3s NPeAoCTaBAATb A0
3aBepLleHnA NpoLuecca Ux pernctTpaumu;

®  YHUMKaJIbHble NPUBUAETNM AOMKHbI MPUCBAMBATLCA Ha Apyron ID nonb3oBaTtens, He TOT,
KOTOpPbIM Mcnob3yeTca npu 06bl4HOM paboTe noJsib3oBaTens.

KoHTposib U nepuoanyeckunii nepecmoTp npaB AOCTyna nonb3oBaTenei K MHPOopPMaLMOHHbIM
pecypcam YupexkaeHua ocywecTtsaseTtca B npouecce ayanta Ub B cootsetcTemu ¢ lNMpasunamu aygmta Nb
M YCTAHOBJIEHHbIMM NpoLeaypamm.

8.6.2. YnpagBiieHue napoisiMH1

Maponn — cpeacTBO NPOBEPKM AMYHOCTM nosb3oBatena ansa pocryna K UC wnam cepsucy,
obecneunBatollee MAeHTUOMKALUMIO U ayTEHTUPMKALMIO HA OCHOBE CBEAEHWUIM, U3BECTHbIX TOJIbKO
Nnosib30BaTeN!o.

MpepocTaBneHMe Naposiei 4OMKHO KOHTPOMPOBATLCA NOCPEACTBOM OPULMANBbHOM
npoueaypbl, OTBeYaloLLei caeayowmm TpebosBaHuaM:

e  BCe M0/1b30BaTeN M A0KHbl ObITb 03HAKOMEHBI MO POCNUCH € TpeboBaHUEM
COXPaHEHMA B TallHE IMYHDBIX U TPYMNMNOBbLIX Naposei;

® [pPY HaANYUKM BO3MOMKHOCTM, HEOBXOAMMO HACTPOUTL CUCTEMY TakKMM obBpasom, 4ToObI
npu NepBoM BXOJe M0J/Ib30BaTeNA C Ha3HAYEHHbIM eMy BPEMEHHbIM Naposiem cuctema
cpasy ke TpeboBana ero CMeHuUTb;

® BpemeHHble Napo/M [O/MKHbl Ha3HayaTbCA MO/b30BATEN0 TO/MbKO MOC/AEe  €ero
naeHTuduKaumm;

® HeobxoaMmo ulberaTb Nnepesaym Naposielt ¢ UCNob30BaHUEM TPETbUX ILL UK
He3alWmnPpPOBaHHOM 3NEKTPOHHOM NOYTON;

® BpeMeHHbIe NAPOAN He JOKHbI ObITb yraAbiBaeMbIMU U MOBTOPAIOLLMMMUCS OT
Nno/ab30BaTeNsA K N0/b30BATENIO;

® 0/1b30BaTe/b AO/IKEH NOATBEPAUTD NOJTYYEHME NAPONS;

®  MapOo/IM AO/MKHbI XPAHUTLCA B 3/IEKTPOHHOM BUAE TO/IbKO B 3aLmLLeHHON GopMme;

® HasHauyeHHble npoussoanTenem MO Naponun AoMXKHbI ObITb U3MEHeHbI Cpaly nocie
3aBepLIeHUA UHCTANNALMUK;

e  HeobX0AMMO YCTaHOBUTb TPeO0BaHMA K A/IMHE NapoasA, HAabopy CMMBOOB U YnCHY
NnonbITOK BBOAA;

¢  HeobX04MMO U3MEHATb NaPOIA NONb30BATENA HE peXKe 0AHOro pa3a B 90 gHeN.

Mpy HEOBXOAMMOCTM MOMKHO PACCMOTPETb BO3MOMHOCTb MCMONb30BaHUA APYrUX TEXHOIOTUM
naeHTUOUKaAUMM U ayTeHTUOUKALMKM NOob30BaTeNel, B YaCTHOCTU, BMOMETPUYECKUX TEXHOJIOTUN,
NPOBepKM NoAMNMNCK 1 annapaTHbIX cpeacTs (cmapT-KapTbl, e-Token/ruToken, unnbl 1 T.0.).

8.6.3. KoHTpoOJIb IpaB AOCTyIIa
Y106b1 06ecneunTb 3PpPeKTUBHbIN KOHTPOJIb AOCTYNA HEOBX0ANMMO BBECTM 0dULMANbHbIN NpoLLEecc
perynsapHol NpoBepKu Npas AOCTYNa N0Ab30BaTe/1ei, OTBEYAIOLWMIA Ceayiowmm TPeboBaHMAM:

® [NpaBa JocCtyna nosibzoBartesien AOJ/IXKHbI NPOBEPATLCA Yepe3 perynapHble MHTePBA/ibl (He
pexe o4HOro pasa B nonron,a), a TaK)Ke nocsie BHECEHWUS KaKUX-IMOO U3MEHEHUI B nc;
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e MpaBa AJocTyna Monb3oBaTefieit [AO0NXHbl MPOBEPATbCA W NepeHasHayaTbcas npwu
U3MEHEHUN UX OO0MKHOCTHbIX 06A3aHHOCTEN B YupexaeHUK, a TakKe npu nepexoge c
oAHOM paboTbl Ha Apyryto B npeaenax YupexaeHus;

e [poBepKa npas nosib3oBaTtenen, MMeLWwmux ocobblie NpUBUAETMM ANA AOCTYMNA B CUCTEMY,
[OJ/IKHA NPOBOANTLCA Yallle (He pexxe oZHOro pasa B 3 mecAua);

e  HeobxoAMMO perynapHo NPoBepATb aAeKBaTHOCTb Ha3HaYeHHbIX NPUBUAETUIA, BO
nsberkaHue noayyeHnsa Kem-1mbo 13 nonb3osBaTtenen U3AULLHMX NPas;

®  M3MeHeHMe NPUBUIETMPOBAHHbIX YYETHbIX 3aMMcei A0NKHO NPOTOKONMPOBATHLCA.

KOHTpO}'Ib Ha4 BbIMNO/IHEHMEM Npoueayp ynpasaneHnAa A40CTynom nosib3oBarenem A0/1KeEH
BK/1KO4ATb:

® KOHTpo/Ab Haga AobaBneHnem, yganeHuem W U3MEHeHVMEeM UAEeHTUUKATOPOB,
AYTEHTUDUKALMOHHBIX SAaHHbIX M MHbIX 06bEKTOB MAeHTUdUKALNNY;

® [POBEPKY NOAJIMHHOCTM NO/Ib30BATE e Nepes CMEHOM naponei;

e Hemega/sieHHoe 610KMPOBaHKE NPAB AOCTyNa NPU YBONbHEHWM;

e 6J/IOKMpOBaHMeE YYETHbIX 3aNncen, HeakTUBHbIX bosiee 45 aHen;

® BK/IOYEHME YYETHbIX 3anucen, WUCNOJIb3yeMblX MOCTaBWMKaMU ANA  yAaNEHHOM
noaAepKKu, TOJIbKO Ha BPeMsA BbINOHEHUA PaboT;

e  OTC/IeXKMBAHME YOANEHHbIX YYETHbIX 3aNM1Cel, MCNOIb3yEMbIX MOCTaBLLMKAMU, BO BPEMS
pabor;

® MpeaoTBpalLEeHMe NOBTOPHOrO UCMO/b30BaHUA MAEHTUDMKaTOpa Nosib3oBaTena u (Mam)
YCTPOMCTBA B TEYUEHWNE HE MEHEE TPEX NET;

®  03HaKOM/IEHME C NpPaBWIaMK U Npoueaypamu ayTeHTUdUKaL MM BCEX NOb30BaTeNEN,
nmeruwmnx AoCtyn K ceeaeHnAmM orpaHM4eHHOro pacnpocCcTpaHeHus;

®  LCNONb30BaHME MEXAaHW3MOB ayTeHTUMKaLMM nNpu Joctyne K noboi 6ase AaHHbIX,
copeprKallein cBegeHusa OorpaHMYEeHHOro PacnpoCTPaHeHus, B TOM 4Yucae AO0CTyne co
CTOPOHbI NPUNOKEHWNI, aGMUHUCTPATOPOB U NIHOBbIX APYrMX NoJib30BaTeNeN;

e paspelleHMe 3anpocoB U MNpPAMOro AocTyna K 6asam  AaHHbIX TO/MbKO  AJA
agMUHUCTPaATOPOB 633 AaHHbIX;

e  H/0KMPOBAHME YYETHOM 3aNMCK HA NEPUOL PaBHbIM 30 MUHYTaM MM 40 Pa36J0KMPOBKU
YYETHOM 3aNnCK agMUHUCTPATOPOM;

e O/IOKMpPOBaHME Y4YeTHbIX 3anMceir Monb3oBaTeNeil Npu BbIABNEHUM MO pe3yabTaTam
MOHMWTOPUHra (NpocMoTpa, aHanM3a) XKypHaNoB perucTpauumn cobbiTnii 6esonacHoCcTy
AeNCTBMI Nosib3oBaTesiell, KOTopble OTHECEHbl ONEepPaToOpPOM K COBLITUAM HapylUeHUA
6e3onacHOCTM MHPOpPMaLMK.

8.6.4. Ucno/sib30BaHUe napoJiei

NoeHTndurKaTop 1 naponb nonbvsosatens B MC ABNAIOTCA YYETHLIMU AAHHBLIMW, HA OCHOBAHUU
KOTOPbIX COTPYAHUKY YUupeKaeHns npeaocTaBaatoTca npasa 40CTyNa, NPOTOKOIMPYIOTCA NPOU3BOAMMbIE
MM B cUCTemMe [JeicTBMA M obecneuyvmBaeTca peXMm KoHduaeHumanbHocTM, obpabaTbiBaemoit
(cospaBaemoli, NnepeaaBaemoit U XpaHUMOW) COTPYAHUKOM MHPOPMaLUN.

He pgonyckaeTcAa Ncnosib30BaHMe PasanYHbIMKU NOb30BATENAMM OLHUX U TEX XKe yLIéTHbIX
AaHHbIX.

MepBoHayanbHOE 3HaYeHWe NapoaAa Y4YeTHOM 3anMCM  NO/Mb30BaTeNs ycTaHaBAMBaeT
ApgMmuHucTpaTop 6e30nacHoOCTY.
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JInyHble Naposv ycTaHaBAMBAOTCA NepPBbIi pa3 coTpyaHnKamun otaena MC CMT. MNocne nepsoro
BXOZa B CUCTEMY W B Aa/ibHEMLIEM NApPO/M BbIBUPAOTCA NOb30BATENAMMN aBTOMATU3NPOBAHHOM
CMCTEMbI CAMOCTOATE/IbHO C YY4ETOM Caeaylowmx TpebosaHMin:

e [/1MHa Napons AOJIKHa ObiTb HE MeHee 8 CUMBOJIOB;
® B YMCJIe CUMBOJIOB NAPOAA AONKHbI NPUCYTCTBOBATb TPU U3 YETbIPEX BUAOB CUMBO/IOB:
O OYKBbl B BEPXHEM PETUCTPE;
o OYKBbl B HUXKHEM PETUCTPE;
o umndpbl;
o cneuunanbHble cumeonbl (! @ #S % A& * () - _+=~[1{}|\:;'"<>,.?/);
® [apo/ib He A0/IKEH COAEPKATb IEFKO BblUMCAEMbIE COYETAHMA CUMBOJIOB, HAaNpPUMep,
O MMmeHa, pammanm, Homepa TenedoHoB, AaThbl;
O nocnefoBaTe/IbHO PACcnNoNOXKeEHHbIe Ha KnasuaTtype cumeosbl («12345678»,
«QWERTY», nt.4.);
obuwenpuHaTble cokpaweHus («USER», «TEST» n T.n.);
NoBCeAHEBHO UCNO/Ib3yeMOE C/I0BO, HAaNpUMep, UMeHa Uan pammanu apysen,
KOAEr, aKTEPOB MM CKA30YHbIX NEPCOHAXKEN, KINYKN KUBOTHbIX;
O KOMMbIOTEPHDbIN TEPMUH, KOMaHAA, HAMMEHOBaHME KOMNAHWUI, web caiiTos,
annapaTHOro UK NporpammHoro obecneyeHus;
O 4YTO-NM6O0 U3 BbiENEPEYUCIEHHOIO B 06paTHOM HanucaHuu;
O 4YTO-NMBO0 U3 BblENEPEYNCIEHHOIO C A0baBAeHNEM UMP B HAYale NN KOHLE; ®
npu CMeHe Napoaa 3Ha4YeHME HOBOIO AO/IKHO OT/INYATLCA OT NpeablayLero He MeHee
yem B 4 no3mumax;

e /14 pasnnyHbix UC HeobxoAMMO yCTaHaBIMBaTL COBCTBEHHbIE, OTIMYAIOLMECA NAPON.
CoTpyaHUKY pekomeHayeTca BbibMpaTb Napo/ib C NOMOLLbIO CAeayloLLei npoueaypsbi:

e BblbpaTb Pppasy, KOTOPYLO NErKO 3aNOMHUTL. Hanpumep, «Tpy myapeL,a B O4HOM Tasy
NyCcTUANCb MO MOPIO B FPO3y»;

e BbibpaTtb nepsble HYKBbI U3 KaXKA0r0 C1I0BA KTMBOTMMNMBI»;

e HabpaTb NOAy4YeHHYO MOCAEAOBATENbHOCTb, MEPEKUMUBILUMCDE HA  aHIIMICKYIO
packnagky kKnasmatypbl: «nvdjnggvdu»;

e BbibpaTb HOMEP CMMBO/IA, KOTOPbIN ByAEeT 3anMCbiBaTbCA B BEPXHEM PErMCTpe M nocne
KoToporo byaeT cneumanbHblA CUMBOJI. Hanpumep, sTo 6yaer nATbIn cumBOA, a B
KayecTBe cneLmManbHOro cMmBoJIa BbibpaH «#». Monyyaem: «nvdjN#ggvdu».

CoTpyZHUKy 3anpeLLaeTcs:

e Co0b6LWaTb CBOM Napoab KOMY-1160;

®  yKasblBaTb Napo/ib B COOBLLEHMAX INEKTPOHHOMN NOYTbI;

®  XpaHWUTb MapOAK, 3aNmncaHHble Ha bymare, B 1€rKO AOCTYNHOM MECTE;

®  1CMONb30BaTb TOT e CaMblii MAPOJb, YTO U ANS APYIMX cUCTEM (Hanpumep, LOMaLLHWUIA
WHTEpHET NpoBaliaep, becnnatHan aNeKTPOHHaA noyta, Gopymbl 1 T.M.);

®  1CMNOAb30BaTb OAMH U TOT e Napoab ANA AOCTYNA K pasanyHbiM KoprnopatusHbim UC.

BxoZ nosb3oBaTens B CUCTEMY He A0/KEH BbINOJHATLCA aBTOMaTUYecku. Moknaasn paboyee
MecCTo noJib3oBaTtenb 06s3aH 3a610KMPOBaTb KOMMNbIOTEP (MCNOAb3yA KoMBUHauun Win + «L» uau Ctrl +
Alt + Delete - «BbnokmpoBaTb KomnbloTEPY).
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CoTpyaHuK 0bA3aH:

® B C/lyvyae NOAO3PEHMA Ha TO, YTO NAPOJb CTan KOMY-1MB0 M3BECTEH, MOMEHATL MAapPOob U
coobWUTL 0 haKTe KOMNPOMETALUN COTPYAHUKY oTaena UC CMT;

e HemMeaJ/IeHHO CoobLWNTb COTpYaAHUKY oTaena MC CMT B cnyyae NoslyYyeHus oT Koro-nmbo
npocbbbl COObLWMTL Napob;

e MeHATb Naposb Kaxkaple 90 gHel;

®  MeHATb Naposb no TpeboBaHuo AgMmuHucTpaTopa UBb.

Mocne 20 HeyaayHbIX NOMbITOK BBOAA NApOAA y4€THas 3anucb B6aokupyetca Ha 10 muHyT. Mpwn
cUCTeMaTUYeCKOM ONOKMPOBKE Y4€THOW 3anmcu paboTHMKom (bonee 3  pas) onoselaetcs
ApmunHuctpatop UB.

YuperKaeHue ocTaBaseT 3a coboii NpaBso:

®  OCYWECTBAATb NEPUOAMYECKYID NPOBEPKY CTOMKOCTM MapoJsiel nonb3oBaTenei,
NCMNONb3yEMbIX COTPYAHWKaMM ana goctyna K UC;

®  NPUHMMATb MePbl ANCLMNINHAPHOIO XapaKTepa K COTPYAHUKAM, HapyLIatoLWMm
MOJIOXEHUA HACTOALLEN NMOJANTUKM.

8.6.5. [Tos1b30BaTe/IbCKOE 060PY/J0BAHUE, OCTABJIsIEMOE 6€3 MPUCMOTPa
Monb3oBaTtenn fOMKHbI 0becneunBaTb HEO6X0AMMYIO 3aLmMTy 060pYA0BaHMA, OcTatowerocs 6e3

npucmoTpa. Bce nonb3oBatenu A0/XKHbl ObITb OCBeAOM/IEHbI O TpeboBaHnAX UMb 1M npasBuiax 3alWuTbl
ocTatouleroca 6e3 npucmoTtpa obopyaoBaHMA, a TaK¥Ke O CBOMX 06A3aHHOCTAX NO obecneyeHuto 3Tol
3alUNTbI.

8.6.6. [losiMTHKA YMCTOrO CTOJIA
CoTpyaHUKM YupexaeHusa obasaHbl:

®  COXPaHATb U3BECTHbIE MM MAPO/IM B TAWHE;

®  33KpbIBaTb AaKTUBHbIE CEAHCbI MO 3aBepLUEHUN PaboTbl, eCAN TONIbKO UX HENb3A 3aLUTUTD
NoAX0AALLMM GNOKMPYIOWMM MEXaHU3MOM, Hanpumep, 3alMLLEHHbIM naposiem
XPaHUTENb 3KPaHa;

® [0 3aBEPLUEHNN CeaHCa BbIXOAWUTb U3 CUCTEMbI Y YHUBEPCaNbHbIX 9BM, cepsepos n
oducHbix MK.

3anpewaeTca BeCTM 3anucb Naposieit (Hanpumep, Ha 6ymare, B NporpamMmHom daiine uau B
KapMaHHOMYCTPOICTBE), 32 UCKAOYEHMEMC/TYYAEB,KOTA4a 3aNUCh MOXKET XPaHUTLCA Be3onacHo, a MeTos,
XpaHeHWs 6bln yTBEPKAEH.

JOKYMEHTbI U HOCUTENU C KOHPUAEHLMANbHON MHPOPMaL el A0NKHbl yOupaTbca B
3anupaemble mecTa (celidbl, WKadbl U T.N.), ocobeHHO Npu yxoae ¢ paboyero mecra.

KON\I'IbI-OTepr N TEPMUHANDBI A0/1KHbI 6bITb OCTaB/IEHbI B COCTOSIHUW BbINOJIHEHHOIO BbIXO4da n3
CNCTEMDI, KOraa OHWN HaxoaATCA bes npuUCcMmoTpa.

BxoZ nosb3oBaTens B CUCTEMY He A0/KEH BbINOJHATLCA aBTOMaTUYecku. Moknaan paboyee
MecCTo noJib3oBaTtenb 0653aH 3a610KMPOBaTb KOMMNbIOTEP (MCNOAb3yA KOMBUHauuK Win + «L» uau Ctrl +
Alt + Delete - «BbnokmpoBaTb KomnbloTEPY).
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JOKYyMeHTbI, cogepsKalime KOHPUAEHUNANbHYIO MHOOPMAaLMIO, A0XKHbI M3bIMATLCA U3
neyaTawoLMX YCTPONCTB HEMEA/IEHHO.

B KOHLe paboyero gHA COTPYAHMK AOMKEH NPUBECTU B MOPALOK NMMCbMEHHbIN CTON U yHpaTb BCe
oduUCHbIe AOKYMEHTbI B 3anupaembli WwWKadp nam ceno.

Onsa yTunnsaumm KoHGUAEHLUNANbHbBIX JOKYMEHTOB, AOMXKHbI UCMO/Ib30BATLCA YHUUTOXUTENN
bymaru.

Mo okoHYaHUK paboyero AHA U B CAy4Yae ANUTENbHOMO OTCYTCTBMA Ha paboyem mecTe
HeobXxoAMMO 3anupaTb Ha 3aMOK Bce WKadbl U cerdbl.

8.6.7. MoG1/IbHOE KOMIIBIOTEPHOE 060pYyAOBaHUE

Mpy “cnonb3oBaHUM MOBUbHBLIX CPeacTB (Hanpumep, HOYTOYKOB, MAAHLLIETOB U MOBWUIbHbIX
TenedoHoB) HeobxoaMmo cobntoaaTb ocobble Mepbl NPeaoCTOPONKHOCTM, 4YTOBbl He [A0MNyCTUTb
KOMNpomeTaumio MHGopmMaunmn, NnpuHagnexkallein YupexaeHmo. Heobxogmmo npuHATbL oduLMaNbHYO
NOJINTUKY, YUNTbIBAIOLLLYHO PUCK, CBA3AHHbIN C UCNO/Ib30BaHMEM MOBUIbHBIX KOMNbIOTEPOB, M B YaCTHOCTM
C paboToi B He3aLWMLWEHHOM cpeae.
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8.7. [loiuTHUKA A0NMYyCTUMOrO MCI0/Ib30BaHUA HHPOPMALMOHHBIX PECypPCOB
Ob6uime 06A3aHHOCTMN NONb30BaTENSA:

e npu paborte c MO pyKoBOACTBOBATLCA HOPMATUBHOW JOKYMeEHTaLuen (PyKoBoACTBOM
nosb3osaTtens);
e 0b6palaTtbeca B CAyXKOy noaaepXKu nosb3osateneil UAn K cneumanmcram,

Ha3HA4Ye€HHbIMUN OTBETCTBEHHbIMU 3a cncremHoe agMUHUCTPUPOBaHUE n
MHPOpPMaLMOHHYIO 6e30MacHOCTb, no BCEMTEXHUYECKUM
BOMPOCaM, CBA3AHHbIM o paboToit B KoprnopaTUBHOM

NC (noaxntoueHune K koprnopatmusHon UC/gomeny, nHcTannauma n Hactpowka Mo,
yAa/ieHue BUPYyCOoB, NpeaocTaB/ieHNe A40oCTyna B ceTb MHTEPHET N K BHYTPEHHUM
CeTeBbIM pPecypcam, PEMOHT U TEXHUYECKOE 0BCNYKMBAHME U T.MN.), @ TaKXKe 3a
Heob6X0ANMMOI MEeTOA0/10MMYECKON/KOHCYNbTaLUMOHHOM NOMOLLbIO MO BOMPOCam
NPUMEHEHNA TEXHUYECKUX U NPOrPaMMHbIX CpeacTB KopnopatueHon UC;

®  3HaTb NPM3HAKKU NPABUIbHOIO GYHKLUMOHUPOBAHWUA YCTAHOBIEHHbIX MPOrPaMMHbIX
NPOAYKTOB 1 CPeaCTB 3aWMTbl MHGOPMaLUW;

®  MMHMMM3NPOBATL BbIBOA Ha Nne4yatb obpabaTbiBaemoit HPopmauum.

MNonb3oBaTento  3anpeweHo  MNPOU3BOAUTb  HECAHKLMOHWPOBAHHOE  pPacnpocTpaHeHue
CNpaBoYyHOM MHGOPMALMM, KOTOpPAsA CTAHOBMTCA AOCTyNHa Npu MOAKAOYMEHWW K KopnopatusHoi UC
YupexaeHua.

8.7.1. Ucnios1ib30BaHue I10
Ha APM OO0 «bM3» gonycKaeTcA Mcnoib3oBaHMe TOIbKO NLLEH3MOHHOIO NPOrpamMmHOro
obecneyeHus, yTBEPKAEHHOMO B NepeyHe paspeLléHHoro nporpammHoro obecneyeHus.

3anpelweHo He3aKoHHOe XpaHeHWe Ha MKecTKux auckax APM OO0 «bM3» wuHdopmauum,
ABnstoLelics 06bekTom aBTopckoro npasa (M0, poTorpadun, mysbikanbHble Gainbl, Urpbl, U T.4.).

PeweHne o npuobpeTeHnM K yCTaHOBKE NPOrpaMmHOro obecneyeHus, HeobxoaMmoro gns
peanusaumm  MeaUUMHCKUX, (UHAHCOBbLIX, aAMMUHUCTPATUBHO-XO3ANCTBEHHbIX M ApPYyrMx 3ajad
NPUHUMAET rNaBHbI BPay No NpeacTaBAeHMM HaYalbHUKA OTBETCTBEHHOTO OTAEa.

JoKymeHTbI, NoATBEPKAAIOLLME NOKYMNKY NPOorpammHoro obecnedeHus, xpaHAaTca B byxrantepun
Ha NPOTAXKEHMMU BCEro BPEMEHM UCMNO/b30BAHUA INLLEH3NW, KOMUM YKa3aHHbIX JOKYMEHTOB BMeECTE C
JIMLEH3NOHHbBIMM cornawleHmMammn Ha MO, kKatodyamu 3awmTsl MO 1 AUCTPUBYTUBAMM XPAHATCA B
OTBETCTBEHHOM OTZese.

Monb3oBaTenn APM He MMEeIOT NpaBa yAanaTb, U3MEHATb, LOMNOAHATb, OOHOBNATL MPOrPaMMHYIO
KoHdurypaumio Ha APM OO0 «BEM3». YKasaHHble paboTbl, a TaK e paboTbl N0 YyCTaHOBKE, perucrpaumm
M aKTMBaLMMU NPUOBPEeTEHHOro AnueH3MoHHOro MO moryT 6biTb BbIMO/HEHbI TOJIBKO COTPYAHWKAMM
OTBETCTBEHHOIO OTAENa.

CBegeHWA 0 BHOBb NPMOBPETEHHOM NPOrpaMmMHOM obecneyeHnn 40KHbI 6biTb BHECEHDI B
nepeyeHb paspeléHHOro NPorpaMmmMHoro obecneyeHus.

8.7.2. Ucniosib3oBaHue APM u UC
K pabote B UC YupexkaeHus gonyckaloTca AnLa, HasHayeHHble Ha COOTBETCTBYIOLLYHO A0KHOCTb
M NpolueALine NHCTPYKTaXK Nno Bonpocam MHGOopMaLMoHHOM Be3onacHoCcTU.
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Kaxgomy coTpyaHuKy YupexaeHus, KoTopomy Heobxoamm pgoctyn K WP B pamkax ero
OOJ/I)KHOCTHbBIX 00A3aHHOCTEN, BbIAAKOTCA MOA, POCAUCL Heobxoaumble CpeacTBa aBTOMaTU3aALMK.
OTBETCTBEHHOCTb MO YCTAaHOBKE M MNOALEPXKKE BCEX KOMMBIOTEPHbIX CUCTEM, QYHKLUMOHUPYIOWNX B
YupexgeHuu, Bo3noxKeHa Ha otgen NC CMT.

Kaxkablih coTpyaHUK YuperkaeHun, obecnedveHHbln APM, nosy4yaet nepcoHasibHOe ceTeBoe Ums,
Nnapob, aapPec 3/IEKTPOHHOM NOYTbl U JIMYHbINA KaTaslor B CETU, KOTOPbIM NpeAHasHa4YeH Aaa XpaHeHun
pabounx daiinos.

PaboTa B MC coTpyaHMKam paspeLleHa ToNbKO Ha 3aKpennéHHbIX 332 HuMu APM, B
onpeaenéHHoe BPeMs U TO/IbKO C pa3peLleHHbIM NPOorpaMmMHbIM obecneyeHnem 1 ceTeBbiMU
pecypcamu.

Bce APM, ycTaHOBAEHHble B YupexAeHUM, WMMET YHUPULMPOBAHHLIN Habop OdUCHbIX
Nporpamm, nNpeaHasHa4YeHHbIX AaA noayyeHus, obpaboTkn n obmeHa nHbopmaumen, onpeaenéHHbln B
cTaHgapTe paboumx mect YupexkgeHua. MI3ameHeHue yCTaHOBEHHOW KOHOUIypauum BO3MOXKHO nocsie
BHECEHWA COOTBETCTBYIOLIMX MOMPABOK B CTAaHAApPT pPaboumx MecT WaM No CAyXebHoW 3anucke,
cornacoBaHHoi ¢ otgenom NC CMT. KomnseKtauusa nepcoHasibHbIX KOMMbIOTEPOB anmnapaTHbIMU U
NPOrpaMMHbIMM CPEeACTBAMMU, A TAKIKe PACNONOKEHNE KOMMbIOTEPOB KOHTponpyeTca otaenom MC CMT.

CamocTosATeNbHasA yCTaHOBKA NporpaMmHoro obecneyeHuns Ha APM 3anpelueHa. YCTaHOBKa U
yaaneHue ntoboro nporpammHoro obecneyeHusa NPOU3BOAMTCA TObKO COTPYAHMKammM otaena NC CMT.

B cnyyae o6HapyKeHMA HEMCNPABHOCTM KOMMbIOTEPHOrO 060PYA0BAHMA UAN NPOFPAMMHOI0
obecneyeHus, Nosb3oBaTesb f0MKeH 0bpaTuTbea B otaen NC CMT.

CoTpygHukmn otaena UC CMT MMeOT NpaBo OCYLLECTBAATb KOHTPO/Ib Hag, YCTaHOBAEHHbIM Ha
KOMMNblOTEpe MpPOorpaMmMHbIM obecrieyeHnem, U MPUHNUMATb MEPbl MO OrpaHUYEHUI0 BO3MOMKHOCTEN
HEeCaHKLMOHNPOBAHHOM YCTaHOBKM NPOrpamm.

MNepenaya AOKYMEHTOB BHYTPU YuperKaeHWA NPon3BoANTCA TONIbKO NoCpeacTBOM O6U.I,VIX nanok,
d TaKXXe cpeacrsamm 3/'IEKTpOHHOVI NoYyThbl.

Mpu pabote B UC YuperkaeHns coTpyaHUK 06A3aH:

®  3HATb U BbIMNONHATL TPEOOBAHWUA BHYTPEHHUX OPraHM3aLMOHHO-PACNOPAANTENbHBIX
OOKYMEHTOB YupexaeHus;

e ucnonb3osatb NC 1 APM YuperkaeHna NCKAKUYUTENbHO ANA BbINOJIHEHUA CBOUX
CnyXebHbIx 06A3aHHOCTEN;

e  CTaBMWTb B U3BeCTHOCTb oTaen MC CMT o ntobbix pakTax HapyweHua TpebosaHuii UB;

e  CTaBuWTb B U3BeCTHOCTb oTaen NC CMT o ntobbix dpaktax cboes MO, HEKOPPEKTHOTO
3aBepLUEeHUS 3HAYMMbIX ONepaLLMin, a TaKKe NoBPeXAeHMA TEXHUYECKUX CPEeACTB;

® He3ameanTeNbHO BbINOJHATL Npeanucanma otaena UC CMT YupexgeHua.

o [lpepgoctasnatb APM cotpyaHukam otgena UC CMT gna KOHTpons;

e [lpy HeOBXOANMMOCTM NpeKpaLLeHNA PaboTbl HA HEKOTOPOE BPeMA KOPPEKTHO 3aKpblBaTb
BCE aKTUBHbIe 3a4a4m, 610KMpoBaTh APM;

e B cnyyae Heob6X04MMOCTU NPOAOANKEHUA PabOTblI MO OKOHYAHWUK paboyero AHA
npounHdopmmnposatb 06 astom otaen NC CMT.

Mpwn ncnonsvsosaHnm NC YupexaeHua sanpeLeHo:
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e pcnonb3oBaTb APM u NC B AMYHBIX Lenax;

®  OTK/IOYaTb CPeACTBA YyNpPaBAEHUS U CPeACTBA 3aLLMTbI, YCTaHOB/EHHbIE Ha paboyei
CTaHLUUK;

e nepepasaThb:

O KOHOMAEHUMANBHYIO MHGOPMALLMIO 33 UCKTIOYEHNEM C/lyYaeB, KOr4a 3TO BXOAUT B
cnyxebHble o06a3aHHOCTM M crnocob nepegaum  ABnseTca  6e3onacHbIM,
cornacosaHHbiMm ¢ otaenom NC CMT;

o  uHpopmaumio, dalinbl mam MO, cnocobHble HapywuTb WAW OrPaHUYUTb
OYHKLMOHANbHOCTb 0ObIX NPOrPamMHbIX M annapaTHbIX CPeAcTB, a TaKXkKe
CCbI/IKM Ha BbllLeYyKa3aHHble 06beKTbl;

O YrpoXKaloLyto, KNeBeTHNUYECKYIO, HENMPUCTOMHYIO MHDOPMALLUIO;

®  CaMOBOJIbHO BHOCUTb M3MEHEHUA B KOHCTPYKLMIO, KOHOUrypaumto, pasmelteHne APM un
apyrmnx ysnos NC YupexgeHus;

®  NpenocTaBfATb COTPYAHMKAM YupeKaeHns (3a UCKNoYeHeM agMmuHucTpaTopos NC u
MB) 1 TpeTbMm Nnuam AocTyn K ceoemy APM;

e 3anyckatb Ha APM IO, He BxogAwee B PeecTp pa3peleHHOro K ncnonbsosaHuto MO;

e  3aWMWATL MHPOpPMaUUIo, cnocobamu, He cornacoBaHHbiMuK ¢ otgenom NC CMT

3apaHee;

®  CaMOCTOATE/IbHO NOAK/AOYATb PABOUYIO CTAHLMIO M NPOYME TEXHUYECKMNE CPEACTBA K
KopnopatmueHoi UC YupexaeHus;

®  OCYLLECTB/ATb NOMCK CPEACTB M NyTEN NOBPEKAEHNA, YHUUTOXKEHMNA TEXHUUYECKUX CPEeACTB
n pecypcos UC nam ocywectsnAaTb NOMNbITKU HECAHKLLMOHMPOBAHHOIO AOCTYNA K HUM;

®  LCNONb30BaTb A/15 BbINOJAHEHUS CNYKEBHbIX 0653aHHOCTEN I0Ka/IbHbIE (He AOMEHHbIE)
y4yeTHble 3anucu APM.

NHbopmaumsa o noceltaembix pecypcax MC npoToKkoampyeTca 1, Npu HeobXo4MMOCTU, MOXKET
6bITb NpeacTaBieHa PykoBOAMTENAM CTPYKTYPHBIX NOAPa3ae/ieHni, a Takxke PykoBoacTBy YupexaeHua.

Bce 3/1eKTPOHHbIe COOOLWEHMA U LOKYMEHTbI B 9/1EKTPOHHOM BUAE, NepesaBaemMble
nocpeactsom UC YupexaeHua nogsekat 06sa3atesibHOM NPOBEPKe HA OTCYTCTBUE BpeaoHocHoro 0.

8.7.3. Ucnio/sib30BaHUeE PeCcypCoB JIOKAJIbHOU CeTH

Ona BbINOSIHEHMA CBOUX CAYXKeBHbIX 00A3aHHOCTElM KaxAabli COTPYyAHMK obecneymBaeTca
OO0CTYMNOM K COOTBETCTBYHOLLMM MHOPMALMOHHbIM pecypcam. MHPOpPMaLMOHHBIMKU pecypcamm ABAAIOTCA
KaTanorun u ¢ainbl, XpaHALWMECA HA AUCKAX CEPBEPOB YuperKaeHus, 6a3bl AaHHbIX, 3/1IEKTPOHHAA noyTa.

OCHOBHbIMK pPabounMmMm KaTanoramu SBAAKOTCA /INYHbIE KaTasorn COTPYAHWKOB M KaTasoru
noapasaeneHuin, cosgaHHble B COOTBETCTBMWU C ocobeHHocTaMM MX paboTbl. [ocTyn COTPYAHUKOB K
pecypcam CeTu OCYLLEeCTBAAETCA COrNAcHO MAaTpuubl AocTyna. BpemeHHoe pacwupeHue npas AocTyna
ocywecrtsnaerca otaenom UC CMT VYupexpaeHua B cooTBeTcTBuM C [lopAakom npeaoctaBneHms
(M3meHeHUns) NnosIHOMOUKI NONb30BaTeNs.

8.7.4. O6pa6oTKa KOHPUAEHUATBLHON HHPOpPMALUU
Mpun 06paboTke KoHOMAEHUNANBHON MHPOPMALLMKM COTPYAHUKM 06A3aHbI:

®  3HaTb U BbINOHATL TPeboBaHMA UHCTPYKLMKM Mo paboTe ¢ KOHOUAEHLMANBbHOM
nHdopmaume;
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e [pM HeobXOAMMOCTM pasmelaTb KOHOMAEHLMANbHYIO WHPOPMAUMIO HA OTKPLITOM
pecypce KOpPMNopaTMBHOM CeTU YuperKAeHMA MNPUMEHATb CpeacTBa  3alumTbl  OT
HEaBTOPM30BaAHHOIO AOCTYNa;

e pasmelaTb 3KpPaH MOHUTOpPaA TakMm o06pa3om, 4YTOObl MCKAOYUTL MPOCMOTP
06pabaTbiBaeMoi MHGOPMaLMM MOCTOPOHHUMM NULAMMU;

e He OTNpPaBAATb Ha ne4vyaTb KoHdMAEHUMA/bHbIE [OKYMEHTbl, €CAM  OTCYTCTBYeT
BO3MOHOCTb KOHTPOAA BbIBOAA HA MeYaTb U U3BATUA OTNEYaTaHHbIX AOKYMEHTOB M3
NPWHTEpPa cpasy No OKOHYAHUK NeYaTy;

e 0b6s3aTe/IbHO NPOBEPATL aApeca NoJsiyvyaTenelt 3IeKTPOHHOM NoYTbl Ha npeameT
npPaBUAbHOCTU NX BblBOpPa;

®  He 3anycKaTb UCNONHAEMbIE Paliibl HA CbEMHbIX HAKOMUTENAX, MOYYEHHbIE HE U3
[0BEPEHHOI0 UCTOYHMKA;

® He nepepasaTb KOHPUAEHLMANBHYIO MHPOPMALMIO MO OTKPbLITbIM KaHaNam CBA3M, Kpome
ceTeln KopnopaTtusHoi UC;

He oCTaBNATb 6e3 IMYHOro NPUCMOTPa Ha paboyem mecTte uam rae 6bl To HU 6bII0 3NEeKTPOHHbIE
Hocutenu nHdopmaumm (CD/DVD — ancku, Flash — yctpoictBa 1 np.), a TakKe pacnedyaTkn U3 npuHTepa
nnn BymarkHble KOMUN JOKYMEHTOB, coAep KalLme KOHOUAEHUMANbHYIO MHPOPMaLMIO.

8.7.5. Ucnio/1b30BaHUE 3JIEKTPOHHOM MOYTHI
DNeKTPOHHAA NoyTa Ucnosb3yeTtcs ana obmeHa B pamkax NC YupexxgeHus 1 o61ueaocTynHbIx
ceTelt UHGOPMaUMe B BUAE 3NEKTPOHHbIX COOOLLEHUI U AOKYMEHTOB B 3/1IEKTPOHHOM BUAE.

[na obecneveHns GyHKLMOHNPOBAHWA 3/IEKTPOHHOW NMOYTbI AOMNYCKAaeTcs npumeHeHue MO,
BXOAALLEro B peecTp paspeLléHHoro K ucnonbsosaHuto MNO.

Mpu paboTe ¢ KOPNOPATUBHOM 3NIEKTPOHHOW MOYTON YupeKaeHUA NoAb30BaTe/b AOKEH
YYUTbIBATD:

®  3/IeKTPOHHAA MOYTa He ABMAETCA CPeACTBOM rapaHTUPOBAHHOM AOCTABKM
OTNpPaB/eHHOro coobLeHMA A0 afpecaTa;

®  3/IeKTPOHHAA MOYTA He AB/AETCA CPeACTBOM nepesayun MHGOPMaLMK, rapaHTUPYIOLLMM
KOHPUAeHUMaNbHOCTb NepeaaBaeMon UHbopmauuu (nepegadvyy KoHOUAEHUMANBbHOM
MHbOPMaLUKN BHE NIOKANIbHOM ceTu YuperaeHua HeobxoaMmo OCyL,ecTBAATb TO/IbKO B
3allMppPOBaHHOM BUAE);

®  3/IeKTPOHHAA MOYTa He ABASETCA CPeACTBOM Nnepesayn MHGopmaumm, rapaHTMPOBaAHHO
NAEHTUOULMPYIOLWMM OTNPABUTENA COOBLLLEHMA.

OpraHusaumeii n obecnevyeHmem nopaaKka paboTbl SNEKTPOHHOM MNOYUThI B YUperKaeHnu
3aHmmaetca otgen NC CMT.

Kaxablit coTpyaHWK YupexgeHua nosyyaeT Mo4yToBbIM agpec BuMAa hame@rus-man.com B

aomeHe YuypexaeHusa. Aapec 3/1eKTPOHHOM MoYTbl BblAAéTcA coTpyaHuKom otaena UC CMT npwu
Ha4ya/IbHOM perncTpaLmm nosib3oBaTesa B JOMEHe YuperKaeHUA.

KopnopaTMBHaA INEKTPOHHAA NoYTa YuperaeHna npegHasHadeHa UCKAKYUTENbHO A4
MCnonb30BaHUA B Cﬂy>Ke6HbIX uenax.

PYHKUMOHMPOBAHME 3NEKTPOHHOM NoYTbl obecneynsaeTca 06opya0BaHMEM, KaHaNaMM CBA3U U
MHbIMUW pecypcamu, NpUHaaneskalmmmn YupexaeHuio. Bce noutosble cooblueHuns, nepegaHHble Uan
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NPUHATbIE C NCNOJIb30BaHNEM KOpHOpaTMBHOVI 3}'IEKT|30HH017I NOYTbl NPUHAANEXKAT YUperKAeHUIO n
ABNAOTCA HEOTbEMIEMOW YaCTbio ero npon3soAacTBeHHOIO npouecca.

Jtobble coobueHna KopnopaTUBHOM INEKTPOHHOM MNOYTbI MOTYT ObITb MPOYNTaHbI,
NCNO/Ib30BaHbl B MHTEpecax YupeKaeHns nbo yaaneHbl yNoAHOMOYEHHbIMU COTPYAHMKaMMU
YupexaeHua.

Monb3oBaTensim KOPNopaTUBHOM 3N1EKTPOHHOM NoYTbl YUpexaeHua 3anpelleHo BeCTU YacTHYH
Nnepenucky ¢ UCNosib30BaHMEM CPEACTB KOPNOPATUBHOW 3N1EKTPOHHOM nouTbl YupexkaeHus. K yacTHol
nepenucke OTHOCUTCA Mepenncka, He CBA3aHHas C UCMOJHEHWEM COTPYAHMKOM CBOMX AONMHOCTHbIX
oba3aHHoCcTEN.

Mcnonb3oBaHWe KOpPNOpaTUBHOM 3/1EKTPOHHOM MouThl YupeskaeHua A48 4acTHOW nepenmcku
COTPYAHMKOM, Hagnexawmm obpa3om, 03HAKOMIEHHbIM C AaHHOM MONUTUKON, ABAAEGTCA HapyLleHMeMm
TPYAOBOM AUCUMMAMHBLI YupesxkaeHua. MoanucbiBaacb B O3HaKOMJIEHMM C HacTtosawein [Moantukon,
COTPYAHWK O3ET cornacue Ha O3HaKOM/IEHME M MHOE WCMOJib30BaHME B MHTEepecax YUpesKAeHus ero
nepenucKkn, OCyLLLECTBIAEMON C MCMO/Ib30BAaHNMEM KOPNOPATUBHOW 3/1EKTPOHHOM MOYTbI, M COrallaeTca C
TeM, 4TO Nt06oe MCMONb30BaHME ero Nepenmckun, OCyLLECTBASEMON C UCMO/Ib30BaHNEM KOPMnopaTUBHOM
3N1EKTPOHHOM MOYTbI, HE MOXET PacCMaTPUBATLCA KaK HapyLIeHWe TalHbl CBA3MN.

Kaxabl cOTpyAHMK YuperKaeHuAa MMeeT MpaBo Ha NPOCMOTP MO0 MHOe WMCMNONb30BaHWE B
MHTepecax YyperaeHus coobLeHNt KOpnopaTUBHOM 3/1EKTPOHHOM MOYTbI, KOTOPbIE HanpPaBAEHbl UK
NoJly4eHbl UM, COOTBETCTBEHHO, C €70 U/IN HA €ro KOPNOPaTUBHbIV 3/1EKTPOHHbI agpec.

Mcnonb3oBaHve  COOBLLEHWUI A  KOPNOPATUBHOW  3NEKTPOHHOM  MOYTbl  OCYLLECTBAAETCA
YNOJTHOMOYEHHbIMUN COTPYAHUKaMM yqpemp,eHMﬂ B COOTBETCTBUUN C UX d)yHKLI,VIFIMVI, Oﬂpeﬂ,eﬂéHHbIMM B
AaHHOM [oNnMTUKE WM B WHbIX NOKA/bHbIX HOPMATMBHbIX aKTax YypexaeHusa. [pocmoTp U uMHoe
NCNONb30BaHUe COOBLEHN 3N1EeKTPOHHON MOYTbl B WMHTEpecax YupexAeHWsA ocyLiecTBaseTcA
COTpygHMKamu VYupexgeHua B uenax obecneyeHns  3almTbl KOHOUAEHUMANbHBIX CBEAEHUN,
obecneyeHnss HOpMasibHON PAabOTOCNOCOBHOCTU CUCTEMbBI 3IEKTPOHHOM NOYTbI, B PaMKax 06C/yKMBaHUS
CEepBUCOB 3/IEKTPOHHOW MOYTbl, NPWU BbLINOAHEHUWN PYYHOW MEPECHIIKM COOBLLEHWIA, MPUXOAALLMX Ha
KOpPNOpaTUBHbIE 3/IEKTPOHHbIE aapeca YUperAeHUs COTPYAHMKAM WK TPynnam COTPYAHUKOB, @ TaKke
Mo MOTUBMPOBAHHbLIM 3aNpPOCam NPAMbIX MW HEMOCPEACTBEHHbIX PYKOBOAUTENEN N0BbIX COTPYAHWUKOB,
Yblo MOYTY HEOBXOAMMO MCMNONb30BaTh B UHTEpecax YupeaeHus.

Mcnonb3oBaHWe coobLeHMIt KOPNOPaATUBHOM 3NEKTPOHHOM NOYTbI B UHTEPECAX YUpeKAeHus, B
TOM YKUCNIEe O3HAKOMJIEHUE C COAEeprKaHMeM CO0bLLEHWMI, OCYLLEeCTBAAETCA B COOTBETCTBMM C MpaBaMu
[0CTYNa K MHGOPMALLMM, YCTAHOBIEHHbIMM BHYTPEHHUMM [101I0KEHUAMM O KOHOUAEHLMANLHON
MHPOPMALMN U MHBIMM NPABOBLIMM  aKTaMM, PErN1aMeHTUMPYIOWMMM  NOPAAOK 06palleHus ¢
MHdOopMaumelt orpaHMYeHHOro AocTyna.

Ncxoasaiume sn1eKTPoHHbIe CO0bLEHUA COTPYAHNKOB YUpeXkaeHUs A0/KHbI CoaepKaTb
cneaytolpe nona:

e ajapec nosayyatens;

®  TeMma 3/1IeKTPOHHOro coobueHus;

®  TEKCT 3/IeKTPOHHOro cooblleHuA (BNIOXKeHHble dainbl);
® MoAnucb OTNPaBUTENs;

* npeaynpexaeHue o cnyXebHoM xapakTepe coobLLEeHNA U ero KOHPUAEHLMANbHOCTHU.

CDopmaT noannucu oTnpaBuUTeNA:
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C ysaxceHuem,

<®amunua ums>

</lonwHocmo>

<CmpyKkmypHoe nodpasoeneHue>

<HaumeHosaHuUe Y4perdeHus>

<Adpec>

<HOMEepPa KOHMAKMo8: mesnedoH, MecceHOMcepsl, adpeca 3AeKMpPoHHOU noymel>
<calim>

dopmaT npeaynperKaeHua o ciy>KebHoOM XxapaKTepe coObLEHNA N ero KOHOUAEHLUNATbHOCTHU:

«3Mo 3nekmpoHHoe coobueHue U Aobbie OOKYMeHMbl, MPUAOXEHHbIE K HEMY, COOepHam
KOH@udGeHUUanbHYo UHgopmayuro. Hacmoawum ysedomadaem Bac o mom, Ymo ecau amo
coobujeHue He npedHA3HA4eHO Bam, uCronb308aHuUe, KOMuposaHue, PacrnpocmpaHeHue
uHgopmayuu, codepxcawelica 8 Hacmoawem coobweHuu, d Mmakxie ocywecmesneHue
Mobbix Oelicmeuli HaO ocHose 3moli UHoOPMayuUu, cmpo2o 3anpeuwjeHo U 3awuujaemcs
3aKkoHodamenoscmeom Pocculickoli ®edepayuu. Ecau Bbel noayyuau amo coobuweHue 1o
owubke, noxanylicma, coobwume 06 smom omnpagumesnto No 3neKMpPoHHol noyme u
yoanume amo coobweHue. CONFIDENTIALITY NOTICE: This email and any files attached to it
are confidential. If you are not the intended recipient you are notified that using, copying,
distributing or taking any action in reliance on the contents of this information is strictly
prohibitedandprotectedbythe laws of the RussianFederation. If youhave receivedthis email in
error please notify the sender and delete this email.»
Mpn dopMmnpoBaHMM OTBETOB Ha MOJIyYEHHbIE 31EKTPOHHbIE COOBLLLEHMSA MOYKHO UCMO/1b30BaTb

clieaytoLLyto YNpOLWEHHYIO NOAMNNUCH:

C ysaxceHuem,
<amunusa umsa>
<Homepa menegoHo8, MmecceHOMHepbl, a0Peca 31eKMpPoHHOU noymsi>

B cnydyae nosyyeHuUs ciy>KebHoro coobuleHnsa 0 HEBO3MOXHOCTU A0CTaBKMN COOBLLEeHUA
afpecaTy UAK NoJlyYeHUs U3BELLEeHNA OT agpecaTta O TOM, YTO OH He NOoJly4ua OTNpaBAeHHoe emy
coobuieHne, HeobxoaMMO CBA3aTbCA C COTPYAHUKOM oTaena NC CMT.

OTKas oT ganbHenwWwero NpeAoCcTaBNeHNA COTPYAHUKY YUperKAeHUA YCAYT 3/1eKTPOHHOW NoYTbI
MOKeT ObITb BbI3BaH HapyLUeHUAMM TPeOOBAHWI HACTOALLEN NONUTUKM.

MpeKpalleHre NpesoCcTaBieHNA COTPYAHUKY YUperKaeHWa YCayT 3/1eKTPOHHOM NoYTbl HacTynaeTt
Npu NpekpaLLeHnn g4encTena TPYA0BOro A0roBopa (KOHTPaKTa) COTPyAHUKA.

8.7.6. PaGoTa B ceTHn

OocTtyn K ceTn VIHTepHEeT NpeoCcTaBAAETCA COTPYAHMKAM YUperKaeHWA B LeNAX BbINoNAHEeHUs
UMUK CBOMX CNyXebHbix 06A3aHHOCTEN, TpebyoLmMX HeNnoCPeACTBEHHOMO NOAKAOYEHNA K BHELIHUM
MHPOPMaLMOHHBIM pecypcam.

Ana poctyna coTpygHuMKoB YupexkaeHuna K cetn MHTepHeT gonyckaetca npumeHerue MO,
BxoaAauLero B PeecTp paspeléHHoro K ncnonb3osaxuio MO.

Mpu ncnonb3oBaHun cetn MHTepHeT HeobxoaMMO:

e cobnoaatb TpeboBaHMA HacToAweN MOANTUKN;

®  1ICMONb30BaTb CeTb MHTEPHET UCKAUNTENbHO ANS BbINOJHEHNA CBOUX CNYMKEBHbIX
obAsaHHOCTEN;
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e CTaBuTb B U3BeCTHOCTb oTaen MC CMT o ntobbix dakTax HapyLeHua TpeboBaHM
HacToawen MNonnuTuKkuy;

Mpun ncnonb3oBaHUM ceTn MHTEPHET 3anpeLLeHo:

®  1CNONb30BaTb NPEeAOCTABAEHHbIN YUpexKaeHMeM JOCTYN B CETb MHTEPHET B IMYHbIX
uenax;

®  1CMNONb30BaTb HECAHKUMOHWPOBAHHbIE amnnapaTHble WM MNPOrpaMMHble CPeAacTBa,
No3BOJIAIOLLME NONYYNUTb HECAHKLLMOHMPOBAHHDLIM A0CTYN K ceTn MIHTepHeT;

e (CoBepwaTb /ftobble [eNCTBUA, HAMPaBfEHHble HA HapylweHWe HOPMAJIbHOro
OYHKUMOHNPOBAHUA anemeHToB NC YuperkaeHus;

e [lybnMKoBaTb, 3arpy*KaTb M PAcNpPOCTPaHATb MaTepmanbl COAEpKaLLME:

o KoHoumaeHumanbHyto UHPOpMaAUMIO, a TaKKe WMHPOPMALMIO, COCTABAAIOLLYHO
KOMMEpPYECKYIO TaliHy, 3a MWCKAOYEHMEM C/lydaeB, Korga 3TO BXO4AMT B
OO/MKHOCTHble 00653aHHOCTM M cnocob nepesaun saBnsetca 6He3onacHbIm,
cornacosaHHbIMm ¢ otaenom NC CMT;

O YrPOXKaloLLYO, K/IEBETHUYECKYIO, HEMPUCTOMHYIO MHPOPMaLMIO;

o BpeaoHocHoe MO, npeagHasHaYeHHOe ANs HapyLWEHWA, YHUUTOXEeHUs nmbo
orpaHuyeHma PyHKUMOHANbHOCTM N0BbIX annapaTHbIX U NPOrpamMmMHbIX CPeaCTs,
ONA OCYLLEeCTB/IEHNA HECAHKLMOHMPOBAHHOMO A0CTYMNa, a TaKXKe CCbIJIKW Ha HEro;

o ¢anbcndmumpoBatb cBoM IP- agpec, a Tak:Ke NPouUYIo C/yKebHy nHGopMaLmio.

YupexaeHune octasadeT 3a coboli npaso 6/'IOKVIpOBaTb NN orpaHnM4YmMBaTb A0CTYN
nonb3oBaTtenen K NHTepHeT-pecypcam, cogeprkaHne KOTOPbIX He MMeeT OTHOLLEHUA K UCMOTHEeHUIO
CI'Iy)KE6HbIX O6ﬂ33HHOCTeVI, a TaKXXe K pecypcCam, coaepaHme n HanpaB/1eHHOCTb KOTOPbIX 3aNpeLleHbI
3adKOHOO4aTeNbCTBOM.

BNOKMpOBaHWE M OrpaHNYeHne AOCTyna Noab3oBaTesen K MHTepHeT-pecypcam oCcyLwecTBaserca
Ha ocHoBe PernameHTa NpMMeEHEHUA KaTeropuin MHTepHeT-pecypcos.

MHPopmauma 0  nocewaemblx  COTPyAHUKAMKM  YupexgeHus  MHTepHeT-pecypcax
NPOTOKONIMPYETCA A/1A MOC/AeAYIOWEro aHaim3a U, Npu HeobXxoAMMOCTU, MOXKET ObiTb NMpeacTaB/eHa
PyKoBOAUTENAM CTPYKTYPHbIX Nogpa3aeneHui, a TakKe PyKoBOACTBY YUperKAeHUsA AN KOHTPOAS.

CopepraHue MHTepHET-pecypcoB, a TakKe dalinbl, 3arpy*kaemble U3 cet MIHTepHeT, noanexkat
06s3aTeNbHOM NPOBEPKE HA OTCYTCTBME BpeaoHocHoro MMO.

8.7.7. Ucnoib30BaHUE MOGUJIbHBIX YCTPOMCTB

Moa MCno/ib30BaHMEM MOBUJIbHBIX YCTPOWCTB U HocuTeneid uHdopmauumn B UC YupexaeHus
MOHUMAeTCA WX MoAKAYeHe K UHbpacTpyktype WUC ¢ uenbio ob6bpabotku, npuéma/nepesaumn
nHoopmaumm mexay UC n MobUNbHBIMM YCTPOMCTBAMM, @ TaKKe HOCUTENAMU MHGOPMALUN.

Ha npefoctaBieHHbIX YupexaeHnemM MobUIbHbIX YCTPOMCTBaX A0NycKaeTca ucnosab3osaHue MO,
BXxogALLero B Peectp paspelwéHHoro K ucnonb3sosaHuto MNO.

K npegoctaBneHHbIM YupeaeHnem MOOUAbHBIM YCTPOMCTBAM M HOCUTENAm WHbOpPMaLUK
npeabaBnsoTcs Te Ke Tpebosanus WB, 4to M pgna craumoHapHbix APM. LenecoobpasHocTb
AonoNHuTeNbHbIX mep obecnedyenuna Nb onpeaensetca otaenom UC CMT.
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Mp1 MCNONb30BaHUM NPeAOCTaBAEHHbIX YUupeaeHnem MobunbHbIX YCTPOMCTB U HOCUTENEN
MHOPMaLUN, COTPYAHMK 06A3aH:

e cobntogatb TpeboBaHUA HacToAWwEeN MOAUTUKY;

®  CMONb30BATb MOBMAbHbIE YCTPOMCTBA M HOCUTENU MHPOPMALUN UCKNOUUTENBHO ANA
BbINOJIHEHUS CBOUX CNYXKebHbIX 06A3aHHOCTEN;

e  CTaBMWTb B U3BeCTHOCTb oTAen UC CMT o ntobbix pakTax HapyLeHma TpeboBaHW
HacToAwen MonnTuKku;

® JKCM/NyaTMpOBaTb M  TPAHCMOPTUPOBATb MOBMAbHbIE YCTPOMCTBA W HOCUTENU
MHGOPMaLMM B COOTBETCTBUM C TPeBOBAHNAMM NPOU3BOAUTENEN;

e obecneunBatb GpU3NYECKYO H€30MaCHOCTb MOBU/IbHBIX YCTPOWUCTB M HOCUTENEN
MHbOPMaLUU BCEMM Pa3yMHbIMUK cnocobamu;

e u3BewaTb otaen MC CMT o daKTax yTpaTthbl (Kpaxun) MOBUNbHBIX YCTPOUCTB U HOCUTENEN
nHbopmaumm.

Mpu ncnonb3oBaHMM NPeLOCTaBAEHHbIX COTPYAHMKA YUpeaeHUA MOBUNbHbIX YCTPOICTB U1
HocuTenen MHGoOpPMaLLMK 3anpeLLeHo:

®  1CNONb30BaTb MOBUAbHbIE YCTPOMCTBA U HOCUTENU UHPOPMALUK B IMYHBIX LLENAX;

® epeaaBaTb MOOW/IbHbIE YCTPOMCTBA U HOCUTENUN MHPOPMALMK APYTMM AnLam (3a
UCKNoYeHnem agMmmnHuctpaTopos UC u UB);

®  OCTaBAATb MOOUbHbIE YCTPONCTBA M HOCUTENM MHPOPMALMKM BE3 NPUCMOTPA, EC/IN He
npeanpuHATbLI AelcTBMA No obecneyeHmnto nx ¢pusmyeckoin 6esonacHoOCTy.

NMioboe B3anmopeiictene (obpabotka, npuém\nepeadadya uHbOPMaLMM) WHULMUPOBAHHOE
COTpyAHMKOM YuperaeHuamexkay NC n HeyuTEHHbIMU(INYHBIMM) MOBUABHBIMUK YCTPOMCTBAMMU, A TaKKe
HOCUTENIAMM MHPOPMALMN, PaCCMATPUBAETCA KaK HECaHKLMOHMPOBAHHOE (33 MCKAOYEHUEM C/y4aEes,
OroBOPEHHbBIX C agmuHUCTpaTopamm UC 3apaHee). YupexkaeHue ocTaBaseT 3a coboli npaBo 6/10KMpoBaThb
WKW OrPaHMYNBaTb UCMOJIb30BAHME TaKMUX YCTPOMCTB U HOCUTenen nHbopmauuu;

NHPopmauua 06 MCNONb30BaHUM COTPYAHUKAMM YUperKaeHWs MOOU/bHLIX YCTPOWCTB WU
HocuTenen uHpopmauumn B MC NpOTOKOAMPYETCA U, NMPU HEOBXOAMMOCTU, MOXKeT OblTb NpeacTaBaeHa
PyKoBOANTENAM CTPYKTYPHbIX NOAPa3AeNEHNI, @ TAKKe PYKOBOACTBY YUperKaeHus.

NHdopmauun, xpaHaLLasca Ha NpeaocTaBasembix YupeaeHrnem MobuabHbIX YCTPOWCTBaxX U
HoCUTeNAX MHPOpPMaLUK, NoANEKUT 06A3aTeIbHOM NPOBEpPKe Ha OTCyTCTBUE BpesoHocHoro MO.

B cnyyae yBonbHeHUA, npesocTaB/ieHHble emy MOBUNbHbIE yCTpOﬁCTBa N HOCUTENU
MHd)OpMaLI,MM M3blMaloTCA.

8.7.8. 3amura ot BpeaonocHoro I10

Otpen WNC CMT perynapHo npoBepAeT ceTeBble pecypcbl Y4ypexXaeHuA aHTUBUPYCHbIM
nporpammHbim obecnevyeHnem U obecneuvBaeT 3aWMTy BXOAALWEN 3SNEKTPOHHOM MOYTbl  OT
NPOHMKHOBEHMA BUPYCOB M ApYyroro BpeaoHocHoro MO.

Mpy BO3HMKHOBEHUW MOJO3PEHUA Ha HaAUUME KOMMbIOTEPHOrO BUpyca (HeTunuuyHasa paboTa
nporpamm, nosiBneHne rpadpuyeckmx 1 3ByKoBbIX 3PPEKTOB, UCKAKEHUIN AaHHbIX, NponagaHue ¢ainnos,
yactoe MOAB/EHME O CUCTEMHbIX owwubKax, yBenuueHue ucxogauiero/sxogsawiero Tpaduka u T.n.)
COTPYAHMK YupexaeHUa A0KEH He3ameanTeIbHO onoBecTUTb 06 aTom otaen MC CMT. MNMocne vero
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aAMUHKUCTPaTOP UB A0NKeH NPOBECTM BHEOUYEPEAHYIO MOJIHY0 NPOBEPKY Ha BUPYChl paboyeit cTaHLMm
no/b30oBaTeNs, NPOBEPMB, B NEPBYIO 0Yepesb, paboTocnocobHocTb aHTUBUpYCcHoro MO.

B cnyyae o6Hapy:KeHMs nNpu  NPoOBeAEHWWM  AHTUBUPYCHOM MNPOBEPKM  3aparKEHHbIX
KOMMblOTEPHbIMM BUPYcamu $GaiiNoB COTPYAHUKM NoapasgeneHnii ob6asaHbi:

®  MPUOCTaHOBUTbL paboTy;

® HemeA/IeHHO MNOCTaBUTb B WM3BECTHOCTb O QaKTe OOHAPY)KEHMA 3aparKeHuAa CBOEro
pykoBoauTens n otaen UC CMT, a TakKe Bagenbua daina n CMeXKHble noapasaeneHums,
ncnonbaytowme 3tm dannsl B pabore.

o (COBMECTHO C B/Jlage/IbLEM 3apakeHHblXx BUpycom ¢ailnoB nNpoBeCTM aHanus
HEeobXoAMMOCTU Aa/IbHEMLLETO UX MCNONb30BaHMUA.

Ons npegynpexaeHna BUPYCHOIO 3apareHna PeKOMEHAYeTCA:

® HMKOrZa He OTKpbiBaTb aiibl M He BbINOJHATL MaKpPOCbl, NOJYYEHHble B MOYTOBbIX
COODOLLEHNAX OT  HEW3BECTHOTO WM  MOJO3PUTE/IbHOrO  oTnpasuTens. Ypanatb
Nnog03pUTE/IbHbIE BIOXKEHMWSA, HE OTKPbIBAA UX, U OUNLLATL KOP3MHY, TAE XPaHATCA yAaeHHble
coobLeHus;

*  yAanATb CNam, peknamy u apyrve becnosiesHble coobLEeHUS;

*  HWKOrZa He 3arpy»aTb $alinbl n NnporpammHoe obecrneyeHme M3 NOA03PUTENbHbIX UK
Hen3BeCTHbIX NICTOYHUKOB,

NepuoANYECcKN Pe3epPBMPOBaTb BaXKHbIE AaHHbIE M CUCTEMHYHO KOHOUIYpPaLMIO, XpaHUTb
pesepsHble Konuu B 6e3onacHoOm mecTe.
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8.8. [Ipuoo6peTenue, PazpaboTka v 06CaAyKUBaHUE CUCTEM

8.8.1. TpeGoBaHMs 6€30MIACHOCTH AJ1d HHPOPMALUOHHBIX CUCTEM
Mpu onucaHnmn TpeboBaHUM K CO34aHMI0 HOBbIX CUCTEM MJ/IN K YCOBEPLUEHCTBOBAHMUIO

CYLLECTBYIOLLMX HEOOXOAMMO YUNTbIBATb NOTPEOHOCTL B cpeacTBax obecneyeHma 6e3onacHoOCTy.

TpeboBaHua K 6e30MacHOCTM W CPeACTBa 3alMTbl AO/KHbI COOTBETCTBOBATb LEHHOCTU
ncnonbsyembix MP 1 noteHumanobHomy yuwepby gna YupexkaeHua B ciydae cboda uauM HapylueHus
6esonacHocTn. OCHOBOW ANsi aHanM3a TpeboBaHUIM K 6e3onacHoCcTU U Bbibopy mep AN NOAAEPIKKM
6e30MacHOCTM ABAAETCA OLEHKA PUCKOB U yNpaB/ieHne pUcKamMmu.

CuctemHble TpeboBaHuA K VB 1 npoueccam, obecneymBatolwmnm 3awmTy UHPopMaLnm, 4OMKHbI
6bITb BKAOYEHbI HAa PAHHUX CTaanAaX NpoekTuposaHuns UC.

8.8.2. KoppekTHasi 06pa6oTka UHpOpMaL U
[aHHble, BBOAMMbIE B MPUKAAAHbIE CUCTEMbI, HEO6XOAMMO NPOBEPATL, YTOObLI raPaHTUPOBATL UX

NnpaBu/IbHOCTb U COOTBETCTBUE NnocTaBAeHHOM 3ajade.

8.8.3. Kpuntorpadpuueckue cpeacTnBa
Bce, noctynatowme B YupexaeHune, CK3U goiKHbI ObITb YYTEHbI B COOTBETCTBYIOLLEM KYypHae
nosk3emnasapHoro y4yérta CK3U.

B YupexxaeHnn A0NKHO OCYLEecTBAATLCA yNpaBaeHue Kntoyamm gas 3GGeKTUBHOIro NpuMeHeHun
Kpuntorpadpuyeckmx meTogoB. KomnpomeTauus MAM MOTeps Kpuntorpaduueckux Kawyen MoKeT
NPMBECTU K HapyLLeHMI0 KOHOUAEHUNANBHOCTM, MOAANHHOCTM U/UAK LENOCTHOCTU MHOPMAaLLUK.

Bce KAouM A0MKHbI OblTb 3alLMLLEHBI OT M3MEHEHMUA, YTEPU U YHUUTOXKEHUA. Kpome Toro,
CEKPETHblE W 3aKPbITble KAYM A0/KHbI ObiTb 3aWMLEHbl OT HECAHKLMOHMPOBAHHOIO PACKPbLITUA.
O6opyaoBaHuWe, UCMNOIb3yeEMOe ANA FeHepauumn, XpaHEeHUA U apXMBUPOBAHUA KOYEN AONKHO ObiTb
$U3nYeCcKM 3aWmLLEHO.

CornaweHns C  BHEWHMMM MNOCTaBLMKaMM  Kpuntorpaduyecknx ycayr (Hanpumep,
YAOCTOBEPAOWMMU LeHTPammK) 06 ypoBHe NPefoCcTaBAAEMOro cepBuca AOMKHbI 0XBaTbiBaTb BOMPOCHI
OTBETCTBEHHOCTH, HAAEKHOCTM CEpPBUCA U BPEMEHWN peakLmn Npu NpesocTaBieHnn cepsuca.

KpunTtorpapuueckme cuctembl M MeToAbl  CnedyeT  MCMOAb30BaTb AN 3aLUUTHI
KOHdUAEHUMANbHOW MHPOPMALMK, KOTAa Apyrue CpeacTBa KOHTPOAs He obecneymBaloT afeKBaTHOM
3aLUuUTI.

[Nna KpUTUYECcKon MHPOPMaLMKM AOMKHO NCMONb30BaTLCA LWNMPPOBAHNE NPU UX XpaHEeHUN B Basax
AaHHbIX UAM Nepedade MO KOMMEPYECKMM UAN OTKPbLITbIM CETAM, TaKMM Kak MHTepHeT. LUndpposaHue
noboi apyroit nHpopmauumn B UC YuperkaeHUa [OMKHO OCYLECTBAATLCA TO/IbKO NOC/e MOyYeHUs
NMUCbMEHHOTO pa3peLleHuns Ha 3TO.

8.8.3.1. Tpe6oesaHuii no o6ecneueruio Hb npu ucnoavzoeanuu CK3H
LWndpoBaHMe — 3TO KpUnTorpapuyeckmini MetTos, KOTOpbIA MOXKET MCMOb30BaTbCA A1
obecneyeHus 3aLNTbl KOHPUAEHLUMANBHOM, BaXKHON MU KPUTUYHON MHOPMaLUN.

CK3M ponKHbl MOCTaBAATbCS pPa3paboTiMKaMM C MOSAHbIM KOMMAEKTOM 3KCM/yaTauMOHHOM
OOKYMEHTaL MK, BKIOYAKOLWEN ONMcaHne KA4YeBOlM cUCTeMbl, Npasuaa paboTbl ¢ HeM U 06OCHOBaAHUE
HeobXxo0A4MMOro OpraHM3aLMOHHO-LITAaTHOro obecneyeHus.
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Mopsagok npumeHeHnsa CK3U onpeaenseTtca pyKoBoACTBOM YUperKAeHNA U OO/IKEH BKAOYATb:

e MOpPAAOK BBOAA B AeiNCTBME, BKAOYAA npoueaypbl BcTpansaHma CK3U B UC;

® MOpPAAO0K 3KCMAyaTauum;

® MOPSAAOK BOCCTAaHOBAEHMA PaboTOCNOCOOHOCTM B aBapUMHbIX C/IyYasXx;

®  NOpPAAOK BHECEHUSA U3MEHEHUN;

®  NOPAAOK CHATUA C 3KCnayaTauumm,

e  MOpPAAOK yNpaBieHUs KntoueBon MHbopmaumen;

®  MopAAOK 06paLLeHUs C KAoYeBOW MHPOPMaLMEN, BKIOYAn AENCTBUS NPU CMEHe U
KOMMPOMETALMN KAoYEN.

Ons wudposBaHUA KOHPUAEHLMANbHOW MHPOPMALMM MUHMMABHO JONYCTUMOWN AJANHHOM
Kntoya asnaetca 128 6uT.

Mpu wucnonb3oBaHmm wndpoBaHma B WC YypexaeHua [ONKHbI NPUMEHATBCA TONbKO
YTBEPKAEHHDbIE CTaHAAPTHbIE anroputMmbl U cepTuduumpoBaHHole POCB Poccum  nNpoayKTbl, WX
peanusyowme.

8.8.3.2. IsaekmpouHbie yughposwvle nodnucu
3UN obecneunsatoT 3aWMTy ayTEHTUOUKALMU N LLEENIOCTHOCTU 3/IEKTPOHHbIX AOKYMEHTOB.

3UN moryT npumeHaTbca ana nobolt Gpopmbl AOKYMeHTa, 06pabaTbiBaEMOro 3/1€KTPOHHbLIM
cnocobom. UM A0MKHbI 6bITb pPeanusoBaHbl NPU MCNONb30BAHUM KpUNTOrpaduyeckoro mertosa,
OCHOBbIBAIOLLLEroCA Ha OA4HO3HAYHO CBA3AHHOM Nape KAoYen, rae 04MH KN4 UCNONb3YeTcA ANA CO34aHNA
NoAnMcK (CeKPETHbIN/AMYHBIN KAKo4), a APYrol — ANA NPOBEPKM NoANUCKU (OTKPLITbIN Katkou).

Heobxogmmo ¢ ocoboi TwatenbHOCTbo obecneynBaTb KOHPUAEHLMANBHOCTb MYHOTO K/HOY3,
KOTOPbIM cneayeT XpPaHWUTb B CEKPETE, TaK KakK Nt0b0M, MMetoWwmii K Hemy A0CTyN, MOXKeT NoANMCbIBaTb
OOKYMEHTbI (MNaTexu, KOHTPaAKTbI), TeM cambim danbcubuumpya noanucb Baagenbla Kawoda. 3awmTbl
LLeNOCTHOCTM OTKPbITOrO K/loya A0MKHa 06ecneymBaTbCa NpU UCNONb30BaHUU cepTUdMKaTa OTKPbITOro
K/toya.

KpunTorpaduueckme Knoum, Mcnonbsyemble ana umbposbix NOANUCEN, A0KHbI OTANYATLCA OT
Tex, KOTopble UCMONb3YIOTCA ANA WNdpPOoBaHMA.

Mpu  wucnonb3oBaHun  3IUM, HeobxoAMmMO  yuuTbiBaTb  TpeboBaHWA  AEWCTBYHOLWErO
3aKoHogaTenbcTBa Poccuiickoi Pepepaumum, onpeaensiowero yc0Bus, Mpu KOTOpbIX LndpoBas Noanucb
NMEET IoPUANYECKYIO CUAY.

8.8.3.1. YnpassieHue Kawuamu
YnpasneHue KpuntorpaduueckMmm KNto4aMm BaxKHO Ana 3GPeKTMBHOro NCMob30BaHNA
KpunTorpadpuyecknx cpeacrs.

Jllobaa KomnpomeTauma WAM NOTepA KpuUnTorpaduUecKuMx KaYeid MOXKEeT npuBecTn K
KOMNpoMeTauumn KoHOUAEHUMANbHOCTU, NOAJAMHHOCTM W/MAM UenocTHOCTM uHbopmaumu. Cneayert
NPUMEHATbL CUCTEMY 3aLLMTLI AN obecneyeHna Mcnonb3osaHna B UC YuperkaeHua Kpuntorpaduyeckmnx
MEeTOA0B B OTHOLUEHMM OTKPbITbIX KAlOYen, rae Kaxaplii Nonb3oBaTe/lb MMEET Napy KAlouei, OTKPbITbIN
KNto4 (KOTOpPbI MOMKET ObITb MOKa3aH JIloboMy) M NNYHBIN KNtoY (KOTOPbIM AOMKEH XPAaHUTLCA B CeKpeTe).
MeToAbl C OTKPLITLIMU KAOYaMM AOKHbI UCMOb30BATLCA 411 WNPOBAHWA U A8 FreHepaLmmn uMppoBbIX
noanuce.

Monutruka MHPopmaumMoHHoM 6e3onacHOCTH 000 «BM3»



8.8 MprobpeTteHne, PazpaboTka 1 06CayKMBAHUE CUCTEM CtpaHuua 36 13 45

Kntoun HeobxoaAMmo 3amilaTh OT USMEHEHUA U Pa3pyLUEHMA, 8 CEKPETHbIM U IMYHbBIM K/oYam
HeobxoaMma 3almTa OT HeaBTOPU30BAHHOIO PackpbiTUA. Kpuntorpaduyeckme MeTofbl MOTYT TaKsKe
MCNONb30BaTbCA ANA 3TOW Lenn. dusmnyeckylo 3aWmuTy cnegyet NPUMEHATb ANA 3aWuUTbl 060pya0BaHNS,
NCMOb3YeMOro 419 U3roTOB/IEHUSA, XPaHEHUA U apPXMBUPOBAHMUSA Katouei.

Cepsep ceptnudmumpoBaHHoro LeHTpa KYL, gonxkeH XpaHUTb TEKYLLME OTKPbITbIE KUK A5 BCEX
aBTOPU30BAHHbIX HA 3TO COTPYAHWKOB. [nA 6e30MacHOro B3aMMOLEMNCTBMA C  BHELWHWMM
nonb3oBatenamm NC YupexaeHna HeobXoAMMO MCNO/b30BATb 3NEKTPOHHbIE CEPTUPUKATLI TONBKO U3
YTBEPHKAEHHOIO CMMCKa CEPTUPULMPOBAHHDIX LLEHTPOB.

CeKpeTHble K/ouM NoNb3oBaTeNer O0/KHbl XPAaHUTbCA TaK e, Kak U naponn. O nwobom
NoAO03PEHMN HA KOMMNPOMETALMIO CEKPETHOTO K/AKOYA MONb30BaTENb A0/IKEH HEMEANEHHO AON0XMUTL B
otgen NC CMT.

HEO6XOAMMO, ytobbl cuctema obecneyeHua 6e30NaCHOCTU  WUCMOJIb30BAHUA  K/OYEN
OCHOBbIBa/1aCb Ha cornacoBaHun CI'IOCO6OB, npoueaoyp un 6e3onacHbIX MeTo40B ANnA:

e TeHepaLun Ko4el Npm UCroib30BaHNM Pa3INYHbIX KPUNTOrpaprUUYecKUX CUCTEM U
NPUNOXKEHNN;

e reHepauuun u NoaydyeHus cepTUUKaTOB OTKPbLITbIX KAoUEN;

®  PACCbIIKK KAtoYel, NpeaHa3HauYeHHbIX MOb30BATENAM, BKAHOYAA MHCTPYKLUUMN MO UX
dKTUBaUUU NpU NonyvyeHuu,

®  XpaHeHuA Katoyel (Npu 3Tom HeEOBX0AMMO HaNNuMe UHCTPYKLLIUM aBTOPU30BAHHBIM
no/sib3oBaTeNAM AS1A NOAYYEHMA AO0CTYNa K KtoYam);

®  CMeHbI UM 0BHOBNEHMA KAOYEN, BKAOYAA NpaBMaa NOPALKA U CPOKOB CMEHbI K/touel;

® opAaKa AeNCTBUIA B OTHOLIEHUN CKOMMNPOMETMPOBAHHBIX KAtOYEN;

®  QHHY/IMPOBAHUA KKOYEW, B TOM YWUCIEe CNOCOObl aHHY/IMPOBAHUS MAW [e3aKTUBALMM
KNHOYeNn, ecnm KAwuu 6biM CKOMNPOMETUPOBAHbI WM MNONb30BaTe/Nb YBOAMACA U3
OpraHu3auum (B aTOM c/lyyae Ktoum HeobXoAMMO apXMBMPOBaTL);

® BOCCTAaHOB/IEHWE  K/l4el, KoTopble 6bliv  yTepAHbl WAW  UCMOPYEHbl, AAA
pacceKkpeymBaHma 3alMPpPoBaHHOM MHOPMaLUuK;

®  APXMBMPOBAHUA N PE3EPBHOIO KOMMPOBAHUSA KAtOYel;

®  paspyLlEeHUs KtoYen;

®  perucTpaumsa Kaw4den n ayguTa AeUCTBUIM, CBA3AHHDIX C YNPaBAEHNEM KAOHaMMU.

[Nna ymeHblUeHWUA BEePOATHOCTM KOMNPOMETaUMK, ANa Katovein HeobxoanMmo onpeaennTb AaThbl
Hayana 1 KoHLA AEWUCTBUA, YTOBbI X MOXKHO BbIJI0 UCMOAb30BaTb /IULIb B TEYEHUN OrPAaHNYEHHOTO
nepuoaa BpeMeHu, KOTOPbI 3aBUCUT OT OBCTOATENIbCTB UCMO/b30BaHUA KPUNTOrpadpUUecKkmUx CpeacTs,
KOHTPOAA 1 OT CTENEHM PUCKA PACKPbITUA MHGOPMaLUK.

Mo:keT noTpeboBaTbcA Hannume npoueayp 06paboTKM OPUANYECKMX 3aMpPOCOB, Kacatolmxca
JOCTYyNa K Kpuntorpadpuyeckum KaYam, Hanpumep, 4Tobbl 3alwMppoBaHHas MHPOpMaLMsa cTana
AOCTYMHOM B He3alwmndpoBaHHOM BUAE A1A AOKA3aTeNbCTB B Cyde.

HeobxoamMmo obecneumBaTb 3aWMTy OTKPbITbIX KAKOYEN OT yrpo3 noajenbiBaHuA LudpoBoW
noanuncM 1 3ameHbl OTKPbITOrO K/Ato4a Nosib30BaTens CBOMM. JTa Npobiema pellaeTca C NMOMOLLbHO
cepTnudmMKaTa OTKpbITbIX KAtoven. CepTnudmKaTbl HEOOXOAMMO M3roTaBANMBaATb TAKMM CNOCOOOM, KOTOPbIN
04HO3HAYHO CBA3bIBAA 6bl MHDOPMALMIO, OTHOCALLYIOCA K BAaAe bLy Nnapbl OTKPbITOro/cekpeTHoro
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K/toUel, C OTKPbITbIM KNto4oM. MO3TOM BaxKHO, YTObbI Npoueccy ynpasaeHusa, B pamKax KOTOporo
bopMUPYIOTCA 3T CEPTUDUKATBI, MOXKHO BbIN0 A0BEPATD.

CornawieHuss € BHEWHWMMW MOCTaBLIMKAaMK KpunTorpaduyeckux ycnyr (Hanpumep, c
YO0CTOBEPAOWMMM LeHTpaMKn) 06 ypoBHe NpeaocTaBAseMoro CepBUca A0JKHbI 0XBaTbiBaTb BOMPOCHI
OTBETCTBEHHOCTU, HAAEKHOCTU CEPBUCA U BPEMEHU PEaKLUM NPpY NPeaocTaBAeHNM cepBuca.

8.8.4. be3onmacHOCTb CUCTEMHBIX GaiJIOB
YT106bI CBECTU K MUHMMYMY PUCK noBpexaeHna UC, B yupexaeHnum Heobxoammo obecneyuntb
KOHTPO/b Hag BHegpeHuem MO B pabounx cucremax.

TecToBble AaHHble A0MXHbI HAaXOAUTbCA MOA KOHTPOAEM WU 3alUmUTON. ANA MUCNbITaHWIA 06bIYHO
TpebytoTca 3HauUnUTeNbHble 06 bEMbI TECTOBbIX AaHHbIX, MaKCUMManbHO 6M3KO COOTBETCTBYOLME paboumm
AaHHbIM. Heobxogumo  u3beraTb  UCNoOAb30BaHMA  pabounmx 6a3  AaHHbIX,  codeprKalux
KOHOMAeHUManbHy0 UHbopmauuto. Ecam 3T 6asbl  BCE e 6yayT MCNonb3oBaTbcA, TO
KOHOUAEHUMaNbHbIE AaHHble A0XHbl BbITh YAaNeHbl NN U3MEHEHbI.

8.8.5. be3onacHOCTh npouecca pa3padoTKU U 06C/TY>KUBAHUA CUCTEM

Y106bI CBECTM K MMHUMYMY BEPOSATHOCTb NoBpexaeHua UC YupexkaeHus, cneayeT BBECTU CTPOTrUi
KOHTPO/Ib Haf BHeCceHMeM M3MeHeHWn. Heobxoammo ycTaHOBUTb OdUUMANbHbIE MPaBUAa BHECEHUA
M3MEHEHMN. DTM NpaBuia LOMXKHbI FapaHTMPOBATb, YTO MPOLEAYPbI, CBA3aHHblE ¢ 6€30MacHOCTbIO U
KOHTPOJIEM, He BOyAyT HapyleHbl, YTO MNPOrPaMMMUCTbI, 3aHMMAIOLWMECA NOAAEPKKOM, NoaydaT AOCTyn
TONIbKO K TEM YacTAM CUCTEMbI, KOTOpPble HEOBX0AUMBI ANA UX PaboTbl, M YTO ANA BbINOJAHEHWUS N0HOro
M3MeHeHUA TpebyeTcsa Nony4ynTb odMLUMaNbHOE paspelleHre N NoATBEPHKAEHUE.

Mocne BHeceHus nameHeHuni B IC KpUTUYHbIE g5t BU3HEC-NPOLLECCOB YUperKAeHUs NPUIOKEHNA
OOJ/IKHbI @aHANN3MPOBATLCA M TECTUPOBATLCA, YTOObI rAPaHTUPOBaTb OTCYTCTBME BPEAHbIX NOCNenCTBUIA
ana 6esonacHocTu YupexaeHus.

CneayeT NpenAaTCTBOBaTb BHECEHMIO M3MEHEHWI B NakeTbl M0, 3a CKAoYEHMEM HEOHXO0AMMBIX
n3meHeHuin. Bce M3MeHeHUa 40IKHbI CTPOro KOHTPOIMPOBATbLCH.
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8.9. YnpaB/ieHUe MHIIMAEHTAaMU HHPOPMaALMOHHOM 6€3011aCHOCTH
B YuypexaeHum p[onkHa 6biTb paspaboTaHa M yTBep:KAEHA ¢opmanbHas npoueaypa
yBeZoM/ieHNa o npoucwectsusax B obnactu Wb, a Takke npouedypa pearMpoBaHWa Ha Takue
NPOMCLIECTBUA, BKAtOYAOWAnA B ceba AeUCTBMA, KOTOpble AO0/KHbI BbIMOAHATLCA MPU MNOCTYNAEHUN
COOBLEHN O NPOUCLLIECTBUN.

Bce coTpyaHMKM JOMKHbBI BbITb 03HAKOMJIEHBI C NPOLEeAYPON YBEAOMIEHNA, @ B X 0O6A3aHHOCTU
OOMKHA BXOAUTb MaKCMManbHo BbicTpas nepesava MHGOPMALLIMKM O NPOUCLLECTBUAX.

B pononHeHue K yBe4goOMNEHUIO O NpOoncCWecTBnAX MUb n HepocTaTKax 6esonacHocTH AOJ/IKEH
MCNoNb30BaTbCA MOHUTOPUHT CUCTEM, COO6LLI,€HMI7I n YH3BMMOCTGVI AanAa 06Hapy>KeHm-| nHumaeHrtos Mb.

Uenu ynpasneHusa nuumaeHtamm Vb go/1>KHbl BbiTb COrnacoBaHbl C PyKOBOACTBOM AJ151 YUYETA
npuopuTeToB YupexaeHua npm obpalleHun ¢ MHUMAEHTAMM.

Heob6xo0AMMO CO34aTb MeXaHM3Mbl, MO3BOAIOLLME OLEHMBATbL U OTC/IEKMBATb TUMbI
WMHUMAEHTOB, X MacluTab 1 cBA3aHHbIe C HUMM 3aTpaTbl.
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8.10. YpaB/ieHHe HenlpepbIBHOCTHIO U BOCCTAHOBJIEHUEM
HeobxoamMmo paspaboTaTb KOHTPO/AMPYEMbIM npouecc Aaa obecneyeHWs U NOALEPIKKU
HenpepbIBHOCTU 6u3Hec-npoueccoB YupexaeHua. [aHHbIM npouecc [oMmKeH obbeguHATb B cebe
OCHOBHbI€E 3/1EMEHTbI NOAAEPKKM HENPEPLIBHOCTM BU3HEC-NPOLLECCOB.

B YuyperaeHun [omKHbl b6biTb pa3paboTaHbl M peann3oBaHbl MAaHbl, KOTOPble NO3BOAAT
NPOAOMKUTb WAW BOCCTAaHOBUTbL oOnepaumMm U obecneunTb Tpebyemblli YpOBEHb AOCTYMHOCTU
MHGOPMAUMM B YCTAaHOB/IEHHbIE CPOKW Moc/Ae npepbiBaHMA Man cboa KpUTUYECKM BaXKHbIX bBusHec-
npoLeccos.

B KaxgoM nnaHe NogaepiKku HenpepbiBHOCTM BU3Heca A01KHbI ObITb YETKO YKa3aHbl YyCNOBUA
Hayasia ero UCMOJIHEHMA U COTPYLHUKM, OTBETCTBEHHbIE 33 BbINOHEHME KaXA0ro GparmeHTa naaHa.
Mpun nosBAeHNN HOBbIX TPeBOBAHUN HEOBXOAMMO BHECTM NOMNPABKM B NPUHATbIE M/1aHbl 4EACTBMA B
HeLITaTHbIX CUTYaLMAX.

[Nna Kakaoro nnaHa AoaXKeH 6biTb Ha3zHayeH onpedenéHHblli Bnageney,. MNpasuna AencTsus B
HelWTaTHbIX CUTyaUMAX, MAaHbl PYyYHOro aBapUMHOrO BOCCTAaHOB/AEHMA W MAaHbl BO306HOB/EHUA
AeATe/IbHOCTU A0/1XHbl HAXOAUTLCA B BEAEHUM BNaAe/IbLLEB COOTBETCTBYIOLLMX PECYPCOB UM MPOLLECCOB,
K KOTOPbIM OHU UMEIOT OTHOLLIEHUE.
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8.11. Co6moaeHMe TPeOOBAaHMM 3aKOHOAATe/IbCTBA
Bce 3Ha4YMMmble Tp66OBaHMFI, YCTaHOB/IEHHbIE ,Cl,eﬁCTBy}OLLI,MM 3aKOHOAaTEe/NIbCTBOM,
NOA3aKOHHbIMU aKTaMn U AOTOBOPHbIMU OTHOWEHUAMMU, a TaKKe Noaxon, quemp,eHMﬂ K obecneyeHuio
COOTBETCTBHUA 3TUM Tp66OBaHMﬂM AO/1KHbI ObITb ABHbLIM o6pa30M onpeageneHbl, 4JOKYMEHTUPOBAHbLI U
noaaepXnBeaTtbCA B akTya/ibHOM COCTOAHUN.

Heobxogmmo cobatogeHne pernameHTMPOBAHHOMO MPOLLECCa, NpeaynpeXKaatoLero HapyweHne
LLeNOCTHOCTWN, AO0CTOBEPHOCTM W KoHduaeHumanbHoctu WP, copeprKalimx NepcoHasibHble AaHHble,
HauyMHan oT cTaamm cbopa M BBOAA AaHHbIX A0 WX XpaHeHuA. [lepcoHasibHble AaHHble KOHKPETHOro
COTPYAHMKA M npouecc ux 06paboTKn Ao/xKeH ObITb OTKPbITbIM A4 3TOFO COTPYAHMUKA.

B YuperaeHuUM [A0NXKHbI 6biTb BHeApPeHbl COOTBETCTBYIOWME Mpoueaypbl Ana obecnedyeHus
cobntoaeHnA 3aKoHOAATE/IbHbIX OrpaHUYeHUi, NOA3aKOHHbIX aKTOB M KOHTPaKTHbIX 06A3aTenbCcT8 Mo
MCMO/Ib30BaHNIO MaTepunasioB, OXPaHAEMbIX aBTOPCKMM MPaBOM, a TaKXe Mo WCMno/b30BaHUIO
nvueHsnoHHoro MO.

BarkHas [OKyMeHTaums YupexgeHua OOo/KHa OblTb 3alMLieHa OT YTEPU, YHUUTOXKEHUS WU
danbcnPmMKaLmmn B COOTBETCTBMM C TpeboBaHNAMM 3aKOHOAATENbCTBA, NOA3aKOHHbIX aKTOB, KOHTPAKTHbIX
obA3aTenbcTB U BU3Hec-TpeboBaHUN.

Cuctema xpaHeHMa 1 06paboTKM foKHaA obecneyumBaTb YETKYHO MAEHTUPUKALMIO 3aNUCEN U KX
nepuvosa XpaHeHWA B COOTBETCTBUWM C TpeboBaHMAMM 33aKOHOB M HOPMATMBHbLIX aKTOB. ITa cucTema
O0/NKHA UMETb BO3MOXKHOCTb YHUUTOMXKEHMA 3aNUCEN NO UCTEYEHUMN NEPMOAA XPAHEHMA, €CAIN 3TU 3anuncK
6onblle He TpebytoTca YuperaeHuo.

KpmnTorpad)quCKme cpeactea A0/1XKHblI MCNO1b30BaTbCA B COOTBETCTBUU CO BCEMU
MMernwWmMMmnca cornalleHMAMM, 3akoHoO4aTe/IbHbIMU U HOPMATUBHbIMU aKTaMMU.
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8.12. AyauT nuHGOPMALMOHHOM 6€30MaCHOCTH
YupexaeHue goNKHO NPOBOAMUTb BHYTPEeHHMe npoBepKu CYUB yepes 3annaHMpoBaHHbIe
MUHTEPBA/Ibl BpEMEHMN.

OcCHOBHble Uenu nposeaeHnA TakMUX NPOBEPOK:

®  OLEHKa TeKyLLero yposHa 3awmwéHHoctn UC;

®  BbIIBIEHWE M NIOKANN3aLMA YA3SBUMOCTEN B cucTeme 3awmTbl UC;

®  aHa/N3 PUCKOB, CBA3AHHbIX C BO3MOXHOCTbIO OCYLLECTBAEHMA yrpo3 6e3onacHoCTH B
oTHoweHuu UP;

e oueHKa cooTBeTcTBUA MC TpeboBaHUAM HacToswen MonnTmKuy;

e BblpaboTKa pekomeHAaLmMn No coBeplueHcTBoBaHMIO CYWUB 3a CYET BHEAPEHWUSA HOBbIX U
noBblWweHMA 3GPEKTUBHOCTM CYLLECTBYHOLLMX MEpP 3aLLMTbl UHOOPMALUN.

B umcno 3agay, pelaembix Npu NPoBeAEHUMN NPOBEPOK M ayanToB CYUB, BxogaT:

e cHOp M aHaM3 UCXOAHbIX AAaHHbIX 06 OpraHM3aLMOHHOM U GYHKLUMOHANbHOW CTPYKTYpE
NC, HeobxoanmbIx ANA oUueHKKU coctoaHma UB;

® aHaAM3 CyLeCTBYHOLWENA MNOAMTUKM 6e30MacHOCTM M APYrMX  OpPraHU3auMOHHO-
pacnopaaMTeNibHbIX AOKYMEHTOB MO 3awmTe MHGOPMaUUM Ha NpeamMeT UX MOJIHOTbI U
30 dEKTMBHOCTM, a TaKKe GOpMMpPOBAHME pPeKOMeHZauuli no ux paspaboTke (uMnu
nopaboTke);

®  TeXHMKO-3KOHOMMYecKoe 060CHOBaHWE MexaHM3MOB b6e3onacHoCTy;

® MpoBepKa MpaBUAbHOCTM noabopa W HACTPOMKM CPeacts 3awuTbl MHbOpPMaLUM,
dbopmuMpoBaHME MNPES/IONKEHNN NO WCMO/Ib30BAHUIO CYLLECTBYIOWMX M YCTAHOBKE
OOMNONIHUTENbHBIX CPeACTB  3aWMTbl 408 MNOBbIWEHUA YPOBHA HAAEXHOCTU U
6e3onacHoctn UC;

e pasbop nHuMaeHToB UB M MMHMMU3ALMA BO3MOKHOTO yliepba OT Ux NpoABAEHUA.

PyKoBOACTBO M COTPYAHWKM YupexaeHus npu nposedeHun y Hux ayauta CYUB o06A3aHbl
OKa3blBaTb COAENCTBME ayAUTOPaM W MNPefoCTaBAATb BCO HeobXxoAumylo AnA MNpoBeAeHUA ayauTa
MHbOPMaLMIO.
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8.13. [IpepocraByieHue ycJayr CTOPOHHUM OpraHU3aluaM

8.13.1.CorytaiieHUs 0 NpeAOCTABJIEHUHU YCIYT
B cornaweHuna o npeaocTaBaeHUN yCayr CTOPOHHUM OpPraHM3aLMAM LOMKHbI ObiTb BKAKOYEHbI

TpeboBaHMA 6e30nNacHOCTH, onncaHne, 06 bEMbI M XapPaKTEPUCTUKM KauyecTBa NPeaoCcTaBAAEMbIX YCAYT.

8.13.2.AHa/u3 npe0CTaB/IeHUA YCIyT
ycner, OTYETHI U 3anuncu, npegocrtasaaemble CTOPOHHUM OpraHnsaumnAam, AO01XKHbl MOCTOAHHO

NPoBepPATLCA U aHANM3UPOBATLCA. B OTHOLWEHMAX CO CTOPOHHEN opraHn3aumen AoNKHbI NPUCYTCTBOBATh
cneaytoLme nNpoLecchbl:

®  KOHTPO/iIb 06bEMA M KauyecTBa yCAyr, OFOBOPEHHbIX B COrMaLLEHUSAX;

e pepocTaBieHMe CTOPOHHEN opraHu3aunmn nHpopmaumm o6 nHumMaeHTax b, cBA3aHHbIX
C NpeAoCTaBAAeMbIMM YCAYraMu, U COBMECTHOE M3ydeHune 3To nHbopmaLmu;

®  aHaNM3 NpPeaoCTaBAEHHbIX CTOPOHHUMM OPraHM3aLUMAMM OTYETOB O NPeaoCTaBAEHHbIX
ycayrax;

e ynpasaeHue NobbiMn 06HAPYXKEHHbIMKW Npobaemamu.

8.13.3.Ilpuémka cucrem
B yuperkageHnn gonxKeH b6biTb pa3paboTaH 1 yTBEPXKAEH NOPALOK NPUEMKN HOBbIX UC,
obHoBNEHMA N HOBbIX Bepcuit MO.
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9. OTBeTCTBEeHHOCTh

OupekTop YupergeHua onpeaenser MNPUOPUTETHbIE HanpasB/eHUs AesTeNbHOCTM B obnactu
obecneyeHna Wb, mepbl No peanusaumm HactosAwen [oAUTUKKN, yTBepXKAaeT CNUCKM O6bEKTOB U
CBEAEHWUN, NMoANexallMx 3aluuTe, a TaKKe ocyllecTBnser obuiee pykoBoactBo obecneyeHnem WUB
YupexaeHus.

OTBETCTBEHHOCTb 3a NOAAEPKAHNE NONOKEHUIM HAacToALWEeN [MONUTUKM B aKTyaNbHOM COCTOAHUM,
co3faHue, BHeApeHUe, KOOPANHALMIO U BHECEHUE U3MeHeHWI B npoueccbl CYUB YupexaeHua nexuT Ha
pykosogcTse otaena NC CMT.

Bce PYKOBOAUTENN HECYT NPAMYIO OTBETCTBEHHOCTb 3a peasin3ayunto MNonntnkn u eé c06mo,a,eHv1e
NnepcoHaIoOM B COOTBETCTBYOWUX NoApa3geneHnAax.

PaboTHUKM YupexXaeHus HecyT nepcoHasibHyl0 OTBETCTBEHHOCTb 3a cobnatogeHne TpeboBaHWUM
AokymeHToB CYUB M 006s3aHbl  coobuwaTtb 060  BCeX BbIABNEHHbIX HapyleHuax B obnactu
nHpopmauunoHHoi besonacHoctu B otaen MC CMT.

B TpyaoBbix [A0roBopax W AOMMHOCTHbIX WHCTPYKUMAX pPaboTHUKOB YyCTaHaBAMBaeTcA
OTBETCTBEHHOCTb 3@ COXPAHHOCTb C/AyXebHon MHbOPMaLMK, CTAaBLUEA U3BECTHON B CUY BbINOJIHEHUSA
CBOUX 06A3aHHOCTEMN.

PykoBoACTBO YupexAeHWA perynapHo npoBOAMT COBeLaHWA, MOCBALWEHHble npobiemam
obecneyeHna MHPopmaLMOHHOW 6e30MacHOCTU € uenblo GOPMMPOBAHUA YETKUX YKa3aHUI Mo 3Tomy
BOMPOCY, OCYLLECTBNEHUA KOHTPOA UX BbINOJIHEHUA, A TAKXKE OKa3aHUA agMUHUCTPATUBHOM NOALEPHKKM
MHUUMaTMBam no obecnevyenmnio UB.

HapyweHune TpeboBaHMN HOpMATUBHbLIX aKTOB YuperkaeHus no obecnedveHutio UB asnaetca
ypesBbl4alHbIM MPOUCLIECTBMEM W OyAEeT CAYKWUTb MOBOAOM W OCHOBaHMEM A/ MpPOBeAeHUs
CNy»KebHoro pacciefoBaHuA.
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10. KoHTpoOJib 4 IEpECMOTP
O6wWwmin KOHTPOAIb cocToAHMA UB YuperaeHus ocyliectenseTca AMpekTopom.
TeKyLwmii KOHTPONb cobNtoAeHMA HacToAwel NMonnTukm ocywecrtenset otaen MC CMT. KoHTponb

OCYLLECTB/IAETCA NyTEM MPOBEAEHUA MOHUTOPUHIA U MeHeaXMeHTa nHumaeHTos UBb YupexaeHus, no
pesynbTaTam oueHKM UB, a TakKe B paMKax MHbIX KOHTPO/IbHbIX MePONpUATUIA.

Otnen UC CMT eXerofHo nepecmaTpmMBaeT NONOXKEHUA HACTOALWEN NOAUTUKN. MU3MEHEHUA 1
DOMNONHEHMA BHOCATCA NO MHMUMaTUBe otgena UC CMT naum mpekTopa u yteepxaatoTca AMpekTopom.

MopAaaoK nepecmoTpa A0KYMEHTOB BTOPOro 1 TPETLEro YPOBHEN Onpeaenserca B AaHHbIX

AOKYMEHTAaX.

Bce nameHeHuA, BHECEHHble B HAcToALWYO MonnTuky b J0NXKHbI y4UTbIBATLCA B INCTE

«UcTopusa nsmeHeHUn».
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11. MHcropus U3MeHeHUM

Bepcua

[ata
yTBEPXKAEHUA

N3meHeHun

KTo BHEC U3MeHeHuA
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